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Presenter�
Presentation Notes�
The EASCIS Implementation Project is part of the DWP HB Info Programme. 



The project manager is David Wright (david.wright1@dwp.gsi.gov.uk)



The implementation manager is Adam Skinner (adam.skinner@dwp.gsi.gov.uk)



The LA Liaison manager is Jasumati Pankhania (jasumati.pankhania@dwp.gsi.gov.uk) �
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Data security is a government-wide issue

Presenter�
Presentation Notes�
Data security concerns us all whether we are part of Central or Local government. A number of recent data-loss scandals have highlighted just how careful government at all levels needs to be with its data.



Following on from the improvements in data security brought in by the GCSx code of connection the CISEAS Implementation Projects goal is to improve that security of how CIS data is accessed to Government best practice standards. 



The CISEAS Implementation Project intends to do this by ensuring all CIS LA users are accessing CIS via a two-factor authentication system known as EAS by the end of 2010.
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•Hannigan Review and Data Concerns have led to 
Government wide security improvements

DWP has supported implementation of GCSx to meet 
many of these concerns

•EAS looks to improve the security of how 
information is accessed

•Stronger registration process for end-users

•2-factor authentication when end-user accesses 
system

EAS verifies the identity of  a user attempting to access shared information by using two components to 
authenticate the user – something you know (a PIN) and something you have (a token or card). 

Without EAS With EAS

LOGON 
PASSWORD

PIN

CIS will only be accessible via EAS by the 
end of 2010

Presenter�
Presentation Notes�
The EAS system is a pan-government shared service led by the Department for Children, Schools and Families (DCSF).



For more details on how the EAS system works and increase security you may find the DCSF website and specific EAS FAQs of use. These can be found at http://www.dcsf.gov.uk/everychildmatters/strategy/deliveringservices1/localauthorities/eas/employeeauthenticationservices/



�



IRRV 
ANNUAL 
CONFERENCE 
AND 
EXHIBITION

BOURNEMOUTH 2009

To use EAS an individual must be able to 
access a Registration Authority (RAs)

A Registration Authority:-

1. Verifies the identities of users and registers 
them onto EAS

2. Confirms the user requirements needed to access 
CIS 

3. Manages the token lifecycles

CIS end-users can be registered onto CIS either via a 
local RA or via the DWP run national RA.

Your corporate IT will know if your LA is 
establishing a local RA

Presenter�
Presentation Notes�
The choice facing most local authorities is whether to access EAS for CIS purposes via a local RA or to use the national RA:



It would be appropriate to establish a local RA if you intend to use EAS to access more services than just CIS. For instance your Local Authority may be using EAS to access ContactPoint.



Where you are not intending to establish a local RA  then you will need to use the national RA to register your CIS end-users onto EAS.�



IRRV 
ANNUAL 
CONFERENCE 
AND 
EXHIBITION

BOURNEMOUTH 2009

The National RA has a number of roles to 
be filled by LA staff

EAS
CIS

National RA

DWP Central 
Hub

RA manager

Authorisers

LA Agent

Splinter RA

LA Agent

Splinter RA

LA Agent

Splinter RA

Sponsor

End User 
End User 
End User

Sponsor

End User 
End User 
End User

Sponsor

End User 
End User 
End User

Local Body 1

Local Body 2

Local Body 3

Key Roles

•

 

Business Sponsor: Senior LA Figure who can identify 
LA users with a business need to access the CIS

•

 

Local Agent: With responsibility for registering and 
enrolling staff and managing tokens

•

 

DWP authorisers: With responsibility for authorising 
the registration and enrolment of staff

•

 

End-Users: with responsibility for bringing 
identification documentation to RA and using token 
to access CIS

Presenter�
Presentation Notes�
Key Roles: there are two key roles that the LA will need to fill:

LA Sponsor:

 This will be a senior officer (as an example the person with overall control of HB/CTB) in the LA who has responsibility for ensuring ‘users’ have a business need to access CIS and to inform both the central DWP hub and the splinter RA that a particular staff member should have access to CIS. We envisage this role being filled by one person in the majority of LAs

LA Agent: 

LA Agents will be trained by DWP to operate the splinter RA, access EAS, Register end-users onto EAS and enrol them onto CIS, thus providing them with access to CIS via EAS. They will also be trained how to manage and maintain tokens in order to deal with issues such as lost tokens and new CIS staff without needing to get DWP approval. This training is expected to take half a day.  LA Agents will be responsible for setting up the splinter RA (with DWP equipment and support). The registration process itself is likely to take roughly half an hour per end-user so large LAs may wish to identify more than one person to be trained up as an LA agent. This role is considered a security post and therefore BPSS compliance of the individual is essential. We would recommend training 1 LA agent per 100 end-users.



Question: Is the resourcing of 1 Sponsor per LA and 1 Agent per 100 end-users realistic?
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The NRA process in summary

DWP 
AuthoriserLA AgentLA Sponsor

Individual 
CIS User LA Sponsor

1 2 3 4 5

Presenter�
Presentation Notes�
The process is as follows:-



The LA Sponsor identifies a business need for an end-user to access CIS and emails the national RA  to say there is a business need for the end-user to be registered onto EAS and enrolled onto CIS.

The LA Agent contacts the end-user to arrange a visit to the venue and to bring 2 forms of ID (1 with a photo) and proof of activity in the community.

The end-users attends the RA with their documentation which the LA agent verifies. The end-user also has their photograph taken and placed on the system and signs the EAS terms of reference which is also stored on the system.

The DWP authoriser reviews the information stored on EAS by the LA agent and either authorises it or rejects it.

Once the registration and enrolment has been authorised the RA emails the LA sponsor to confirm it has occurred and close the audit loop.�
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We intend to standardise the 
identification documentation the end-user 
will need to present to the LA Agent

LA Agent
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The NRA process in summary

The individual CIS User will have their photograph taken (probably via  webcam), 
will receive their token and will have to sign a personal Statement of Compliance.

The statement confirms that the 
individual CIS User will comply with all 
requirements of EAS and all systems 
they access.  The statement is then 
locked away in a secure cupboard 

within the LA. 

LA Agent

Individual 
CIS User

Presenter�
Presentation Notes�
In establishing a splinter RA the LA agent will need to:



- Ensure they can access the EAS website via a Local Authority terminal over GCSx. Currently this means accessing the website via Internet Explorer.



Ensure they will be able to attach a USB driven webcam, signature pad reader and card reader to that terminal and install the drivers



Have control of a lockable cabinet for their tokens and desktop guide.



Manage the visit times of their CIS end-users



Question: Is it reasonable to expect an LA agent to manage these set-up tasks within their LA? What issues might arise?�
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The LA Agent role is the key to the whole 
process

The LA Agent will need to:

•

 

Set-up the LA splinter terminal so it has the 
necessary hardware attached 

•

 

Set-up the LA splinter terminal so that it can 
connect to the EAS website via GCSx

•

 

Arrange the registration times for their CIS end- 
users to present their identification 
documentation

•

 

Register and enrol end-user staff onto EAS and CIS

•

 

Manage token lifecycle

•

 

Remove end-user staff from CIS when they no longer 
have a business need to access
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How can we help?

Website: The website contains lots of information 
relating to the project including all official 
communications and FAQs. This is the first point 
of call. www.dwp.gov.uk/eas

Helpline: We look to turn around all queries within 
24 hours on the email helpline. We can be 
reached at eas.info@dwp.gsi.gov.uk

Regular updates: We will look to provide regular 
updates on the project in HB Direct.

Training and Guidance: We will provide all the 
direct training and guidance needed to skill up 
LA Agents as well as the documentation they will 
need to run the splinter RA.

Hardware: We will provide all the hardware and 
tokens needed to establish a splinter RA

Presenter�
Presentation Notes�
Question: How else can we keep you informed? What should we be providing to keep you informed?�
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We are looking to turn off current CIS 
access towards the end of 2010

Our key project timescales are:-

•

 

Sept/Oct 2009: CIS on EAS and end to end process 
checked with Pilot LA

•

 

Nov/Dec 2009: DWP elements of National RA 
established and end to end process checked with 
Pilot LAs

•

 

Dec/Jan/Feb 09/10: Large Implementation Pilot 
exploring rollout on regional scale and reviewing 
processes and training

•

 

March to September 2010: National RA network 
established across all LAs using national RA.

Key activities for LAs:

•

 

Identify whether using local RA or national RA

If using national RA:

•

 

Identify LA Agent and Business Sponsor

•

 

Confirm an LA Agent training session

•

 

Attend session and establish splinter RA in LA

•

 

Register and Enrol End-Users
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