Backing Young Britain Mentoring Final

ONE STAGE TENDER FORM

Before completing this Tender Form you are advised to read the following: -

· Tendering Instructions for Bidders
· Provider Guidance pages on the Welfare to Work section of the Supplying DWP website : http://dwp.gov.uk/supplying-dwp/what-we-buy/welfare-to-work-services/provider-guidance/
· DWP Standard Terms and Conditions (including generic schedules)

· The detailed Provision Specification 
· DWP Supplier Charter available on the DWP website mid November 2009
	Tender Round title: 
	BACKING YOUNG BRITAIN - MENTORING


PART 1
ORGANISATION IDENTITY

	Name of the legal entity in whose name this Tender is submitted:
	

	Trading name (if different from above):
	

	Company registration number:
	

	Registered address:


	

	Head Office address, if different:


	

	VAT registration number:
	

	Website address (if any)
	


PART 1A

CONTRACT TERMS AND CONDITIONS

Please complete if you have any issues with or comments on, the Department for Work and Pensions Contract Terms and Conditions 
	
	Terms and Conditions Reference Number
	Issues or comments

	1.
	
	

	2.
	
	

	3.
	
	

	4.
	
	

	5.
	
	


PART 2 
ELIGIBILITY TO SUBMIT A TENDER

In order to be able to submit a tender, all organisations must read the conditions and circumstances listed below and sign the declaration.

This programme is a residual (Part B) service, and therefore Regulation 23 of the Public Contracts Regulations 2006 is not applicable.  However, the Department for Work and Pensions will use the rules set out in Regulation 23 of those Regulations as part of its assessment of an organisation’s eligibility to submit a tender.

SUMMARY OF INELIGIBILITY CONDITIONS INCLUDING THOSE PROVIDED BY REGULATION 23 OF THE PUBLIC CONTRACTS REGULATIONS 2006

Under Regulation 23 of the Public Contracts Regulations 2006 an organisation may be deemed ineligible to tender for, or be awarded, a public services contract when that organisation is:
· In a state of bankruptcy, insolvency, compulsory winding up, administration, receivership, composition with creditors or any other analogous state, or subject to relevant proceedings;

· Has been convicted of a criminal offence related to business or professional conduct;

· Has committed an act of grave misconduct in the course of business;
· Has not fulfilled its obligations relating to the payment of social security contributions;

· Has not fulfilled obligations relating to payment of taxes;

· Is guilty of serious misrepresentation in supplying information required by the Department for Work and Pensions under this Tender; 

· Is not in possession of a licence or not a member of the appropriate organisation where the law of that State requires it. 

In addition, Regulation 23(1) of the Public Contracts Regulations 2006 requires an organisation to be rejected if that organisation or its directors or any other person who has powers of representation, decision or control of the organisation has been convicted of any of the following offences:

	(a)
	conspiracy within the meaning of section 1 of the Criminal Law Act 1977 where that conspiracy relates to participation in a criminal organisation as defined in Article 2(1) of Council Joint Action 98/733/JHA;

	(b)
	corruption within the meaning of section 1 of the Public Bodies Corrupt Practices Act 1889 or section 1 of the Prevention of Corruption Act 1906;

	(c)
	the offence of bribery;


	(d)
	fraud, where the offence relates to fraud affecting the financial interests of the European Communities as defined by Article 1 of the Convention relating to the protection of the financial interests of the European Union, within the meaning of –

	
	(i)
	the offence of cheating the Revenue;

	
	(ii)
	the offence of conspiracy to defraud;

	
	(iii)
	fraud or theft within the meaning of the Theft Act 1968 and the Theft Act 1978;

	
	(iv)
	fraudulent trading within the meaning of section 458 of the Companies Act 1985;

	
	(v)
	defrauding the Customs within the meaning of the Customs and Excise Management Act 1979 and the Value Added Tax Act 1994;

	
	(vi)
	an offence in connection with taxation in the European Community within the meaning of section 71 of the Criminal Justice Act 1993; or

	
	(vii)
	destroying, defacing or concealing of documents or procuring the extension of a valuable security within the meaning of section 20 of the Theft Act 1968;

	(e)
	money laundering within the meaning of the Money Laundering Regulations 2003; or

	(f)
	any other offence within the meaning of Article 45(1) of the Public Sector Directive as defined by the national law of any relevant State.


I confirm that I have read the above conditions and circumstances and further confirm that none applies to this organisation, its directors, or any other person who has powers of representation, decision or control of the organisation.

	Name:


	

	Signature:


	

	Position:


	

	Telephone No:


	

	E-Mail address:


	

	Date:


	


Note: The Department for Work and Pensions may seek evidence at a later date in confirmation of your answer.

PART 3
ORGANISATION INFORMATION

3.1 Name, position, telephone number and e-mail address of main contact.

	Name
	

	Position
	

	Telephone Number
	

	Fax Number 
	

	E-mail 
	


3.2  Name, position, telephone number and e-mail address of reserve contact.

	Name
	

	Position
	

	Telephone Number
	

	Fax Number 
	

	E-mail 
	


3.3  Legal Status
	Is your organisation:

	Public Body e.g. Local Authority etc 
	Y/N

	Public Limited Company  (PLC)
	Y/N

	Private Limited Company  (LTD) – limited by shares
	Y/N

	Private Limited Company (LTD) – limited by guarantee
	Y/N

	Do any of the following statements apply to your organisation?

	
It is a partnership
	Y/N

	
It is a Voluntary or Community organisation
	Y/N

	
It is a Registered Charity
	Y/N

	
It is a Social Enterprise
	Y/N

	
I am a Sole Trader
	Y/N


	In no more than 250 words, please provide a brief history of the Potential Supplier’s organisation.



	Number and locations of premises from which your organisation provides services similar to those required in the specification(s).

	

	

	

	

	The number of staff-units (i.e. full time equivalent) currently involved directly in the provision of services similar to those required in the specification(s).

	Permanent staff numbers
	
	Sub-contractor staff numbers (where applicable)
	

	Of the above staff-units please identify the numbers working in the following areas:

	
	Permanent
	Sub-contractor

	Management
	
	

	Delivery staff
	
	

	Administration
	
	

	Others (specify)
	
	

	Details of staff turnover as a percentage of your own workforce for the last 3 years:
	

	Is your organisation registered under the Data Protection Act 1998?
	Y/N
	If Yes, please provide your registration number:
	


3.4. Please provide the full legal name, address and website of the Potential Supplier in whose name the tender will be submitted.  

	Company Name
	

	Address


	

	Town/City
	

	Postcode
	

	Country
	

	Website (if any)
	

	Company registration number 

	

	Registered Charity/ Charity Commission Registration number (if applicable)
	


3.5  Please provide the full legal name and address of Parent Company (if applicable). 

	Company Name
	

	Address


	

	Town/City
	

	Postcode
	

	Country
	

	Company registration number 

	

	Registered Charity/ Charity Commission Registration number (if applicable)
	


3.6 Please provide the full legal name and address of (ultimate) Parent Company if applicable. 

	Company Name
	

	Address


	

	Town/City
	

	Postcode
	

	Country
	

	Company registration number

	

	Registered Charity/ Charity Commission Registration number (if applicable)
	


3.7.  If the Potential Supplier is a division or subsidiary, what is its relationship with the Parent Company (ownership, directorship, authority, etc).  

	Relationship 
	


3.8. Please provide a one-page chart illustrating the ownership structure of the Potential Supplier including relations to any parent or other group or holding companies.  

	Ownership structure enclosed
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



3.9.
Please state whether the Potential Supplier is affiliated or associated with any other organisation that would be capable of tendering for these Services and provide the name and registered office address if appropriate. 

	a) Is the Potential Supplier affiliated or associated with any other organisation that would be capable of tendering for these Services?
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 
 

	b) If yes, please state name and registered office address (if appropriate)
	


3.10 Please provide details of the Potential Supplier’s Executive Directors/Partners 

	Name
	Responsibilities

	
	

	
	


PART 4 - FRAUD PREVENTION


The Department for Work and Pensions has a duty to safeguard the resources for which it is responsible and its officials must act with impartiality, honesty and integrity at all times to make sure public money is used for the purpose it is intended. The same high standards of propriety are expected from all suppliers, subcontractors and partners working with, or on behalf of the Department.

A fundamental part of prevention and deterrence of contract fraud is ensuring that requirements are built in from the letting stage of the contract. Effective anti-fraud and control measures are a key element of good administration and both suppliers and subcontractors are expected to have in place systems and processes that seek to prevent fraud and ensure that it will be detected promptly if it does occur. 

Consideration should be given to the following statements;

· The organisation has policies and procedures in place for staff to report fraudulent activity or improper practices/behaviour happening within the organisation. 

· The organisation has a performance management system within the organisation that does not generate perverse incentives among individual employees to falsely claim performance achievement.

· The organisation has an audit regime in place that provides for periodic check of the effectiveness of the performance reporting regime.

· The organisation has established internal financial control systems and segregation of duties.
	4.1
	It will be a condition of the contract that suppliers and subcontractors have in place effective fraud prevention and control procedures.  Can you confirm that your organisation will ensure compliance with this requirement?

Non-compliance with this requirement means automatic elimination from this procurement exercise
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



PART 5  ACCREDITATION

 It will be a condition of the contract that suppliers undergo the DWP Accreditation Process – please follow this link for further details and Accreditation forms https://www.momenta-accreditation.co.uk/jcp/about.php .  Please note if the Potential Supplier being proposed is a Special Purpose Vehicle you are required to answer the following question once on behalf of all members.

	a) Are you a DWP Accredited Supplier?
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 


	b) I understand that if not accredited, I will be required to undergo the DWP Accreditation Process.

Non-compliance with this requirement means automatic elimination from this procurement exercise.
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



PART 6   SECURITY.


In order to protect Departmental information, our Suppliers must provide a level of security which is appropriate to the nature and use of the data being transferred (including the operation of the Provider Referrals and Payment (PRaP) system). It will therefore be a condition of the contract that Supplier information security standards must conform to all legal regulations. 

	6.1
	a) Are you registered with the Information Commissioner in line with the terms of the Data Protection act (DPA)?
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 


	
	b) If not please confirm if chosen as a preferred bidder you will have a registration in place prior to contract award? 

Non-compliance with this requirement means automatic elimination from this procurement exercise.
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



	Our Contractors must provide an appropriate level of security. Suppliers will be required to submit a Security Plan with their Tender, which details all activities required to safeguard DWP information in compliance with the DWP Supplier Security Policy (as detailed in schedule 11, Annex 2 of the Terms and Conditions). The DWP Security Plan requires the final plan to be provided within 20 days of the contract start.  Guidance and Security Plan can be found  at Part 6 Annex  1


	6.2
	Security plan attached at Part 6 Annex 1
Non-compliance with this requirement means automatic elimination from this procurement exercise


	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



PERSONAL DATA PROCESSING – OFF SHORE

	6.3
	Do you propose to process any Personal Data outside of the UK?

This question is for information only at this stage – we will not evaluate replies.
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



PART 7
QUALITY ASSURANCE.   Maximum of one side of A4 in total (including the questions)

	(a) Please   provide an outline of your quality assurance policy.

	

	(b) Please provide details of any quality standards that your organisation, and any named subcontractors, hold or have applied for e.g. ISO 9000, Matrix, Customer First.  Please include a copy of any certificates.

	

	(c) Please provide the dates and results of any external inspections that you/your subcontractor have undergone (e.g. by ALI/Estyn/Ofsted) and provide a copy of the summary of grades awarded.

	


PART 8
BUSINESS CAPABILITY. Maximum of two sides of A4 in total (including the questions)

	A - Experience and performance

	(a) Please provide information on your performance and your named subcontractors’ performance under contracts you have held in the last 3 years, including the targets set and the outcomes achieved.  You should detail individual contracts, which are most relevant to the customer group(s) and/or provision in the specification.
You should include your three best performing contracts, and your worst performing contract. You should include your subcontractors’ best and worst performing contracts. If your organisation does not hold at least four contracts, then you should annotate your response accordingly.  

	Please use Part 8 Annex 2 attached for your response.  



	(b) Please explain what you and your subcontractors have done/are doing to improve the performance of your worst performing contract.  

	

	B - Knowledge and experience of customer groups moving them nearer to the labour market.

	(a) Please give details of your knowledge and your subcontractors’ knowledge of the particular needs of the customer group included in the specification, and the service you provide.

	

	(b). Please provide evidence of how you and your subcontractors have addressed barriers faced by the customer group detailed in the specification.
OR

If your organisation does not have experience of meeting the specific needs of this group, please explain how you will address this.

	


	C - Knowledge and experience of working with employers

	(a) Please outline the knowledge and experience your organisation and your subcontractors have of working with employers to meet local labour market needs including examples.

OR

If your organisation or your subcontractors have little or no experience of working with employers to meet local labour market needs and move customers into work, please explain how you will develop this. 

	


Part 9
 DWP Code of Conduct
The DWP Code of Conduct spells out the key values and principles of behaviour which DWP expects of Suppliers and which are essential for creating healthy, high performing supply chains. Suppliers who contract with DWP will be expected to operate in accordance with the Code of Conduct.  The Code is Annex 1 to the DWP Commissioning Strategy and be found by following this link - http://www.dwp.gov.uk/docs/cs-rep-08.pdf
	Please confirm that you will operate in accordance with the DWP Code of Conduct.

Non-compliance with this requirement means automatic elimination from this procurement exercise.
	Yes  FORMCHECKBOX 
  No  FORMCHECKBOX 



PART 10
CONTRACTING STRATEGY. Maximum of two sides of A4 in total for direct delivery and maximum of three sides of A4 in total for Prime Contractor delivery (including the questions)

	Please tick the box below which applies:

	(a) Your organisation is bidding to directly deliver the provision required
	

	(b) Your organisation is bidding in the role of Prime Contractor and intends to use sub-contractors to deliver some of the provision required
	

	If (a), please explain your rationale for the selection of this strategy and provide evidence to support why this is the best solution for delivering Backing Young Britain – Mentoring, 

	

	If (b), if you intend to sub-contract elements of this provision, please explain your rationale of this strategy and provide evidence to support why this is the best solution for delivering Backing Young Britain – Mentoring. You should provide details of the specific elements of the service which you propose to deliver directly by your organisation and a list of the organisations with which you have made provisional arrangements to deliver other specific elements of the service requirement, either under contract to your organisation or through consortium or other partnership arrangements.  See attached Part 10 Annex 3, which has been provided for this purpose.  You should begin by including your own organisation.

Please also attach a letter from each of the organisations listed, which confirms that they have agreed to deliver the stated element(s) and that they have agreed a price for delivery.  Part 10 Annex 4 provides the format for this letter

	

	(c) please provide details of any relevant experience of managing sub-contractors, including examples

	


PART 11 
DELIVERY PROPOSALS. Maximum of four sides of A4 in total (including the questions)

	(a) How will you and your subcontractor’s co-ordinate a national network of mentors from a variety of sectors. 

	

	(b) How will you  and  your subcontractors provide a recruitment and training programme for new mentors 

	

	(c) How will you and your subcontractors develop and utilise links with relevant local partnerships and organisations?

	

	(d) Please provide details and evidence to illustrate how you and your subcontractors will provide a brokering service to match customers to a relevant mentor in their specific geographical area? 

	

	(e) How will you/your subcontractors support the customer’s journey through this provision? 

	


PART 12 MANAGEMENT AND QUALITY. Maximum of two sides of A4 in total (including the questions)
	(a) Please attach an organisation chart (additional page) for this provision, showing internal management structures, the interfaces with any partner/sub-contractor organisations, responsibilities and reporting lines, together with details of where all key personnel would be based.  

	

	(b) Please clearly describe management roles and responsibilities and how this provision would be co-ordinated.

	

	(c) Please describe how you will monitor and manage this provision to ensure a quality service is provided and continually improved, including delivery by sub-contractors if appropriate.

	

	(d) Please describe your procedures for handling complaints from customers.

	

	(e) Please explain how the proposed arrangements would be put in place without adversely affecting your organisation’s ability to deliver its existing contracts.  

	

	(f) Please describe the systems you will put in place, including across your supply chain, to gather and provide relevant Management Information for DWP 

	


PART 13 HUMAN RESOURCE REQUIREMENTS. Maximum of two sides of A4 in total (including the questions)

	For both your organisation and your sub-contractors, where applicable: -

	(a) Please provide details of the resources that you expect to use to manage and deliver this provision, by job title and staff unit, and the rationale behind these proposals.

	

	(b) Please provide a brief pen picture to describe each of the different job roles, and the level of skill and experience required for each.

	

	(c) Please describe your contingency plans for dealing with fluctuating customer numbers, indicating the maximum and minimum volumes that can be handled without an adverse effect on your HR proposals.

	

	(d) Please provide details of how you and your sub-contractors will vet mentors and conduct the necessary checks to ensure suitability.  

	


PART 14
PREMISES AND FACILITIES. Maximum of two sides of A4 in total (including the questions)
	For both your organisation and your subcontractors, where applicable:-

	(a) Please indicate where you and your subcontractors will deliver this provision including outreach sites. 

	

	(b) What facilities will you and your subcontractors use to deliver this provision.

	

	(c) If you intend to use existing premises for this provision, please explain how this would fit with their current use.  Please also outline if your current premises will require any reasonable adjustments to allow access to the provision for disabled people.

	


PART 15
IMPLEMENTATION PLAN. Maximum of one side of A4 in total (including the questions)

	Please provide an implementation plan which details all the activities required to put the provision into place.  
It should be clear what the timeframes are for the individual activities, who is responsible for each activity and how you plan to address any contingencies.  Dates on the plan should be as specific as possible e.g. by 21.11.09 rather than November 2009.

	


PART 16 FINANCIAL INFORMATION

[image: image5.jpg]Department for
Work and Pensions




Sections 1-3 ask for details of your legal standing and the entity with which the Department would contract if your organisation was successful in this tender round.

1. Organisational Information

	Trading Name
	

	Trading Address 

(for all correspondence)
	

	Contact Name
	

	Contact Telephone
	

	Contact Email
	

	Alternative Contact Name
	

	Alternative Contact Telephone
	

	Alternative Contact Email
	


2. Legal Status

	Please provide the name of the legal entity with which DWP would contract if your organisation was successful in this tender round. (If the legal entity is a limited company or a registered charity, please provide a copy of the relevant Incorporation or Registration certificate)

	

	Public Body e.g. Local Authority, Higher Education College etc. – (Tick if appropriate)

NB: If public body complete only Sections 1, 2 & 5 including the embedded Excel template.
	

	

	Limited Company – Certificate of Incorporation (Tick to confirm inclusion)
	

	

	Registered Charity – Charity Commission Registration (Tick to confirm inclusion)
	

	If the legal entity is a Partnership, please provide the names and details of all Partners.

	

	If the legal entity is a Sole Trader, please state who the Proprietor is and provide their details.

	

	If the legal entity is none of the above (e.g. a Public Corporation formed under Statutory Instrument) please provide details of the legal status and legislation under which the entity has been formed and a copy of any relevant registration documents.

	Incorporation Documentation relevant to organisation (Tick to confirm inclusion)
	

	


3. Business Status - Please place an “X” to confirm if you:
	Consider that your organisation is in the Third Sector
	

	Act as a sub-contractor for other “Prime” DWP Welfare to Work employment programme providers.
	

	Consider yourself a Special Purpose Vehicle (SPV) or Joint Venture (JV)
	


4. Financial Information

Section 4 seeks the basic financial performance data upon which the risk assessment will be based.  The purpose of this assessment is to provide assurance that a potentially successful bidder has the financial capacity to support the entire package of contract delivery. In the case of Backing Young Britain – Mentoring, this entails business worth up to £3.25m per annum. Before completing this ItT bidders should therefore consider carefully whether they have or can robustly generate the financial wherewithal to sustain this value of business and risk.

Please provide the information requested and mark the appropriate box on the matrix to indicate what has been included by attachment.

Note: Where the financial information relates to an overseas company, please provide the overseas accounts and a translation and conversion (Profit and Loss, Balance Sheet and key Balance Sheet Notes) into £GB. Please state the rate used and the rationale behind this.

	
	Sole Trader
	Partnership
	Single Ltd Company
	Subsidiary of a Group
	Holding Company
	Special Purpose Vehicle/Joint Venture 
	Charities

	Copies of last two years audited financial statements including Balance Sheets and Profit and Loss Accounts with associated accounting policies and notes to the accounts.
	N/A
	N/A
	
	
	
	
	

	Copies of last two years annual accounts including Balance Sheets and Profit and Loss Accounts with associated accounting policies and notes to the accounts.
	
	
	N/A
	N/A
	N/A
	N/A
	N/A

	Copy of the most recent financial year draft financial statements / accounts (where not included in above) including Balance Sheet and Profit and Loss Account with associated accounting policies and notes to the accounts.
	
	
	
	
	
	
	

	Copy of the current year forecast end-of-year position including Balance Sheets and Profit and Loss Account with associated accounting policies and notes to the accounts.
	
	
	
	
	
	
	

	A statement of current borrowing against lending limits and terms including review and renewal dates. (Including overdrafts, loans and mortgages)
	
	
	
	
	
	
	

	Details of associated organisations, including details of the relationship.
	
	
	
	
	
	N/A
	

	Where part of a Group, please provide details of the Group structure and what, if any, guarantees are in place.
	N/A
	N/A
	N/A
	
	
	N/A
	

	Where a Special Purpose Vehicle, please provide details of the Supporters and their financial and resource commitment to the Special Purpose Vehicle.

In addition, this form should also be completed for each Supporter of the Special Purpose Vehicle.
	N/A
	N/A
	N/A
	N/A
	N/A
	
	N/A



	Details of any Creditors terms that have been extended by agreement and therefore exceed normal contracted terms and conditions and the Organisations Standard Payment Policies
	
	
	
	
	
	
	

	Copy of last two Annual Returns filed at Companies House
	N/A
	N/A
	
	
	
	
	


5. Section 5 seeks confirmation of the level of DWP business and associated dependency both as a direct contractor (directly) and as a sub-contractor (indirectly). It is also your opportunity to disclose anything material to the ability of your organisation to fulfil its contractual commitment to DWP or mitigate any potential risk that may be identified through our review. (Please complete details requested in attached spreadsheet)
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	Please state the number of staff employed by your organisation. 
	

	

	Please state the number of staff employed by your organisation working directly on DWP contracts.


	

	

	Please provide extracts from your Organisations risk register or Senior Management Meetings (e.g. Board Meetings) connected with or associated with the financial risk profile of your Organisation.

	

	Please provide any other information and data that your Organisation deems relevant to enable the Department to take a fully informed and robust view of your Organisations financial capacity and capability.

	


6. Declaration

	I certify that all the particulars entered above are correct and that the supplementary information and statements requested provide a robust and considered view of the Organisations financial affairs and our ability to manage financial capacity and capability risk.

I will provide the Department with any additional information the Business becomes aware of, from time to time, to enable the Department to maintain and have full sight of our continuing financial status.

	Signature
	

	Name
	

	Position
	

	Date

	


Part 17 – Pricing Proposal

Pricing Documentation

Please complete the Backing Young Britain – Mentoring Pricing Proposal documentation in the embedded spreadsheet following the supporting guidance below.
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Supporting guidance for completion of Backing Young Britain - mentoring pricing proposal documentation
17.1 Completing the pricing proposal documentation 

· You are required to complete the Pricing Proposal documentation and supporting assumptions electronically using the attached model. You will also need to submit one hard, signed version of the completed spreadsheet and submit this along with the rest of your bid documents. 

· The spreadsheet comprises three tabs, Pricing Proposal, Starts and Tolerances and Assumptions. For ease of completion, all cells requiring your input are highlighted in yellow. 

· Within the first tab, titled ‘Pricing Proposal’, you will need to populate all sections with appropriate information and costs. Note: All costs should be input exclusive of VAT and include inflation.
· The second tab is titled ‘Starts and Tolerances’. You will need to complete this with details of your upper and lower tolerances around the pre-populated profile.  The baseline monthly service fee is also shown and you need to input the new upper and lower tolerance service fee amounts based on the baseline service fee amount. More information on tolerances is given below.  Please note:  DWP will not refer customers if the maximum tolerance of starts has been reached unless this has been re-negotiated and agreed with the provider beforehand.
· You may, if you wish, offer more than 10,000 starts if you feel that you are able to manage this within the £3.25million available budget. Bidders should however be aware that bids will only be assessed based on the stated requirement of 10,000 starts  
· The third tab is titled ‘Assumptions.’ All supporting information and detailed assumptions that you have made to arrive at the costs must be disclosed here. To help us understand how the figures input to Table A - Costs Breakdown have been arrived at, please show the workings used in the calculations under the appropriate assumptions headings. To assist the evaluation process, these workings should be presented in a tabular format including formulae where applicable. There is no word/page limit within the assumptions sheets and bidders are encouraged to expand the pages accordingly to enable them to provide as much detail as possible in order to minimise the need to seek clarification at the post tender stage.
· To open the file, click on the attachment, you will need to click on “enable macros” to ensure that the calculations and formulae are enabled. The form must be completed with the name of the Bidding Organisation. 
17.2  Completing the Pricing Proposal 

The Pricing Proposal is divided into two tables, A and B. 

Table A – Provider Costs. This table allows you to input your costs broken down across four main categories:

· Staff Costs

· Participant Costs 

· Accommodation Costs 

· Other Operating Costs 

· Each of these main categories is then split into further sub-categories to capture more detailed costs. There are also further lines for Surplus/Profit and Risk Premium, which should be completed where applicable. 
· Within Table A, bidders should only include those costs relevant to the Backing Young Britain – Mentoring contract package to which the bid relates. 
· If there are any cost categories where bidders have nil costs a ‘0’ (zero) should be entered into the relevant cell(s). This will indicate that the cost category has been considered and there are no costs associated with that cost category, rather than it being overlooked.   
· Costs should be given separately for each sub-category for each year of the contract duration. All sub-totals and totals will be calculated automatically by the spreadsheet.
· In dividing costs into categories and sub-categories, DWP does not intend to be prescriptive. It is up to bidders to include all additional costs they feel are relevant to a particular cost line, supported by detailed assumptions where appropriate. Similarly for any costs that do not readily fall within the headings, please detail these in the “other” headings and provide appropriate supporting assumptions.
Table B – This section is the declaration and must be fully completed including the email address, telephone contact details and position of the signatory within your organisation, before returning it to the DWP with the rest of the tender by the published deadline.
17.3 Completing the Starts and Tolerances sheet 

· This worksheet requires information around how your cost base will change in the event of higher or lower customer starts than stated in your original offer;

· Row 1 has been pre-populated with a flat baseline profile across the duration of the contract;

· Please insert in row 2 the level of starts at which you will be required to increase costs and service fee;

· Please insert in row 3 the level of starts at which you are able to reduce costs and service fee;

· Please insert in row 4 the minimum threshold in number of starts for applying this revised cost threshold;

· Please insert in row 5 the anticipated drop out rate each month.

· Row 6 will self populate based on the Total Contract Price on the Pricing Proposal tab; Note: The Service Fee element of this contract will be profiled over a 20 month period, payable in equal instalments.
· Please insert in row 7 the reduced service fee arising from a lower level of activity;

· The diagram below provides a visual aid to assist with completion N.B all figures are shown for illustrative purposes only and should be substituted for your actual figures in the worksheet. 

Example of Customer Volume Variances  
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1). Baseline Offer of Starts

50

35

34

7). Decreased Service Fee £5,000

20

Baseline Service Fee £10,000

3). Minimum number of starts 

before costs decrease

4). Minimum number of starts 

revised costs remain valid for

2). Maximum number of starts 

before costs increase



17.4 Completing the Assumptions Worksheet 

· The assumptions sheet is made up of nine sections; 

1) Staff Costs

2) Participant Costs 

3) Accommodation Costs 

4) Other Operating Costs

5) Surplus/Profit  

6) Risk Premium 

7) Other Assumptions and Tolerances

8) Working Capital Requirements

9) VAT Status

· The assumptions sheet should be used to illustrate how costs within 

the Pricing Proposal tab have been derived. It should also be used to detail any other information on your tender process that you feel is necessary to enable the evaluation team to have a full and robust understanding of your tender price. As part of the evaluation process, the information provided in the assumptions sheet will be cross checked for consistency with the corresponding entries in the method statement. 

Note: There is no word or page limit within the assumptions sheet and the space should be expanded as required.

· The example below shows how a cost line can be broken down to enable the evaluation team to understand the rationale behind the final figure.

	Staff travel & expenses
	£( per month x 12 months

((  journeys x  miles per journey x £0.40 per mile x ( no of days x ( no of staff)
	Total

(((.((


· It is helpful if calculations and workings are presented in a tabular 

format, with formula to assist with the evaluation of your costs. 

· Section 1 within the assumptions tab includes two tables, labelled Prime Provider and Sub-Contractor. These should be used to show the relevant breakdowns of staff costs. 

· An introduction / explanatory note for the sections relating to Working Capital and Financial Documents is included within the Assumptions tab.

17.5 Good Practices

· Where costs have been considered and there is no cost to be input to a cost line in Table A, “0” (zero) must be entered to indicate that the cost area has been considered. 

· Within the assumptions sheet there is no word or page limit. Providers are encouraged to expand the assumptions pages accordingly to enable them to provide as much detail as possible in order to minimise the need to seek clarification. 
· To understand the calculations and workings behind specific costs, they should be presented in a tabular format where possible, using formulae where applicable.


 PART 18
DECLARATION 

[Backing Young Britain Mentoring]
You must complete this Declaration by Tenderer.  Failure to include this declaration could result in your bid being disqualified.

To:

The Secretary of State for Work and Pensions 

Date:

.................................................................

1. I have examined the proposed Contract documents and all other documents and Annexes enclosed with this declaration and the clarifications issued during the Invitation to Tender period.

2. I have completed and enclosed all information required in the Tender Form in the format and order required.

3. I have reviewed acceptability of contract documents.

4. I hereby offer to enter into a Contract with the Secretary of State for Work and Pensions upon the terms and conditions in the said Contract documents with the exception of any proposed variations or additions to conditions of Contract or specification as attached to this declaration.

5. I warrant that I have taken all requisite corporate action, including a resolution from the Board of Directors, approving the execution, delivery, and performance of the Contract.

6. I declare that this is a bona fide Tender, intended to be competitive, and that I have not fixed or adjusted the amount of the Tender by or under or in accordance with any agreement or arrangement with any other person ('person' includes any persons and any body or association, corporate or incorporate; and 'any agreement or arrangement' includes any such transaction, formal or informal, and whether legally binding or not).

7. I also declare that the organisation is not aware of any connection with a member of the Authority staff which could affect the outcome of the bidding process.  I further declare that I have not done and I undertake that I will not do at any time any of the following:

A. communicate to any person, including the addressee calling for the Tender, the amount or approximate amount of the proposed Tender;


B. enter into any agreement or arrangement with any other person or body that he or it shall refrain from tendering or as to the amount of any Tender to be submitted;


C. offer or pay or agree to pay any sum of money or valuable consideration directly or indirectly to any person for doing or causing to be done in relation to any other Tender for the said work any act of the kind described above;


D. canvas or solicit Department for Work and Pensions staff.

8. I understand that the Department for Work and Pensions is not bound to accept the lowest or any Tender.

9. I affirm that none of the activities, outcomes and outputs detailed in this tender are supported through other funding sources 

10. This Tender shall remain open for acceptance by the Department for Work and Pensions for a period of six months after the due date for return of Tenders specified in your Invitation to Tender.


Signed: .....................................................................................


Date: .........................................................................................


Name: .......................................................................................


In the capacity of: .................................................................….


Duly authorised to sign Tenders on behalf of:


Name of organisation: ...........................................……………


Contact Telephone Number ……………………………………..

e-mail address……………………………………………………..

Fax Number ……………………………………………………….

Annexes
Annex 1
-
Security Plan and Guidance

Annex 2
-
Summary of Performance Under Individual Contracts Held

Annex 3
-
Organisations Proposed to Deliver Specific Elements of the 




Service
Annex 4
-
Format of Letter from organisations to be involved in Delivery as 



Sub-Contactors
Part 6 – Annex 1
	Backing Young Britain 

Mentoring

  Invitation to Tender

SECURITY PLAN AND GUIDANCE FOR COMPLETION

October 2009


Important Information

This form is designed to provide you with the guidance and information requirements needed to complete a Security Plan as required by Backing Young Britain Mentoring. 

Before completing the form you are advised to read the following documents carefully along with the covering letter;

· Invitation to Tender Instructions for Bidders;

· Provider Guidance pages on the Welfare to Work section of the Supplying DWP website: 

· The Provision Specification and Supporting Information for this specific procurement; 

· The DWP Terms & Conditions applicable to this contract. These may be subject to change before contract award. 
	Tender Round title: 
	Backing Young Britain - Mentoring

	Organisation Name:
	Insert Your Organisation Name
	_SEC




Security Plan 

and

Completion Guidance for Providers

Introduction

The attached spreadsheet provides an outline Security Plan that sets out the security measures to be implemented and maintained by the Provider in relation to all aspects of the services and all processes associated with the delivery of PRaP as required by the Backing Young Britain (BYB - Mentoring) Terms and Conditions (T&Cs): Schedule 11 - Security Requirements & Plan. 

Schedule 11 Section 2 requires the Provider to be responsible for the security of the Prime Contractor System (which in the context of the Security Plan is defined as “PRaP Provider Information Systems and Services”) and requires that and shall at all times provide a level of security which:

a) is in accordance with Good Industry Practice and Law

b) complies with DWP’s Security Policy

c) complies with ISO/IEC27002 and ISO/IEC27001 (“ISO27001”) 

d) meets specific security threats to the Contractor System

An outline Security Plan is provided in the form of the accompanying spreadsheet which is structured in accordance with the international standard ISO27001 and links together references relating to a), b) and c) above. 

This is intended to aid Providers in producing a Security Plan to address all contractual security requirements.

As each Provider will have their own different implementations of PRaP Provider Information Systems and Services, in order to determine the specific security threats as per d) above, it is necessary for each Provider to provide the following details in section 2, 3 and 4 below to allow the scope of their Security Plan to be assessed by DWP

1. Scope

Basic Information

Providers are required to scope the information systems in the context of the organisation’s business in relation to PRaP Provider Information Systems and Services. It must describe the security-relevant aspects of the system in order for the specific security threats to the PRaP Provider Information Systems and Services to be determined.

1.1 Business Context of PRaP Provider Information Systems and Services
This shows that the business needs of the organisation are understood and fed into the risk management process, and should cover:


- Organisational ownership of the Asset


- High level business aims and objectives served by the Asset


- Business functions supported by the Asset


- Information processes carried out by the Asset

Data flow and/or process diagrams may be useful.

1.2 Description of the Information Systems and associated Assets of PRaP Provider Information Systems and Services 

This should provide a pen picture of:


- Information assets (description, quantity, sensitivity)


- Hardware (main items, with reference to inventory)


- Software (main items, with reference to inventory)


- People (user groups, roles, organisations, personnel check/security
   clearances)


- Locations 

Schematic architecture diagrams to be provided progresses

1.3  Interconnections, Interfaces, Shared Infrastructures & Related Security Domains of PRaP Provider Information Systems and Services


- Document and describe each external connection

- Document and describe any shared infrastructures (networks and systems) that are used and how they relate to non PRaP specific services

Diagrams will be useful to illustrate the above.

Details may include ownership, business need, data flows, technical details, sensitivities and the security status of the any connecting or shared systems.

2. Security Threats 

Provide details of the perceived security threats to PRaP Provider Information Systems and Services and document security counter-measures implemented to address each security threat.

A table may be useful to illustrate the above that relates to controls within the Security Plan

3.  Offshoring Data

You should note that the Department’s data containing personal information must be handled in accordance with the data protection legislation in force within the UK and must not, under any circumstance, be offshored.  The requirement below refers to non personal data.

The Department’s non personal data must not be processed outside the United Kingdom without the prior written consent of DWP and must at all times comply with the Data Protection Act 1998.

Please confirm whether or not you are considering offshoring any non personal data as part of your delivery proposal and if so please explain how non-agreement of such proposals would affect your position in this competition.

4.  Security Plan 

Complete details in the attached outline Security Plan for the Contractor System

Further guidance for completion of this is shown in the notes section of this spreadsheet. 


[image: image4.emf]Outline Provider  Security Plan



5. Glossary of Terms 

The following provide relevant extracts from DWP documents that are intended to provide guidance in the interpretation of the Security Plan requirements and terms.

Relevant Terms as Referenced in the DWP T&Cs

The contract is between DWP (‘The Authority’) and Provider (“Prime Contractor”)

Terms within SCHEDULES 1 & 11

	Authority Data
	means 

a)      the data, text, drawings, diagrams, images or sounds (together with any database made up of any of these) which are embodied in any electronic, magnetic, optical or tangible media, and which are:

     i) supplied to the Prime Contractor by or on behalf of the Authority; or 

     ii) which the Prime Contractor is required to generate, process, store or transmit pursuant to this Agreement; or 

b)       any Personal Data for which the Authority is the Data Controller.



	Breach of Security
	the occurrence of unauthorised access to or use of the Authority Premises, the Sites, the Services, the Prime Contractor System or any ICT or data (including the Authority's Data) used by the Authority or the Prime Contractor in connection with this Agreement.



	Commercially Sensitive Information
	means the subset of Confidential Information listed in Schedule 10 comprised of information:

a)
which is provided by the Prime Contractor to the Authority in confidence for the period set out in that Schedule; and/or

b)
that constitutes a trade secret

	Confidential Information
	means any information which has been designated as confidential by either Party in writing or that ought to be considered as confidential (however it is conveyed or on whatever media it is stored) including information which relates to the business, affairs, properties, assets, trading practices, Provision(s), goods and services, developments, trade secrets, Intellectual Property Rights, know-how, personnel, customers and suppliers of either party, all personal data and sensitive personal data within the meaning of the Data Protection Act 1998 and the Commercially Sensitive Information



	Data Controller
	shall have the meaning given to it under the DPA;



	DPA
	means the Data Protection Act 1998 (as amended);



	DWP Information Systems Security Standards (ISSS) 
	The Standards are based on and follow the same format as International Standard 27001, but with specific reference to the DWP’s use. 

	Personal Data
	shall have the meaning given to it under the DPA;

	Provision
	means a Provision for the delivery of goods and services the details of which are more fully described in Schedule 2 (The Provision) to this Contract and the relevant Annex to that Schedule. For the avoidance of doubt, the Prime Contractor may be delivering one or more Provisions under the terms of this Contract;



	Security Plan

	“means the Contractor’s security plan prepared pursuant to paragraph 3 of Schedule 11 (Security Requirements & Plan)



	Security Policy
	means the Authority’s Security Policy annexed to Schedule 11 (Security Requirements & Plan) as updated from time to time.



	Security Tests
	shall have the meaning set out in paragraph 4.1 of schedule 11 (Security Requirements and Plan);



	Sensitive Personal Data
	shall have the meaning given to it under the DPA;

	Site
	means any premises from where the Provision(s) is provided or from which the Prime Contractor manages, organises or otherwise directs the provision or the use of the Provision(s), including for the avoidance of doubt any such premises used by the Prime Contractor's agents or sub-contractors from time to time;



	Staff Vetting Procedure
	means the Authority’s procedures for the vetting of personnel and as advised to the Prime Contractor by the Authority.


Terms Specific within the PRaP Provider outline Security Plan
	Aggregation


	There are two circumstances that can lead to aggregation

Accumulation - the building up of small amounts of data into a large volume held in one place or transmitted electronically.

Association - the combination of different types of information which when combined have a higher impact, when compromised, than that of the individual type of information. The criteria under which aggregation applies will depend upon the type of information and the circumstances in which it is accessed, stored, processed or transmitted. Where information is aggregated the potential impact of compromising that information can be significantly higher than the potential impact of a compromise of a small amount of the underlying information. For instance the compromise of information relating to a single person is much less than the impact of compromising equivalent information relating to thousands or millions of people



	Asset


	Assets associated with PRaP Provider Information Systems and Services include;

a) information

b) software;

c) physical assets, such as computer equipment and buildings;

d) services, such as computing and communications services, heating, lighting, power and air-conditioning.



	Availability


	The characteristic that ensures that computer resources will be available to authorised users when they need them.



	Confidentiality
	A concept that data and information must be held in confidence and access allowed only to authorised individuals based on their business requirements and an appropriate clearance level. Security mechanisms must be implemented as appropriate to maintain confidentiality.



	Integrity
	The characteristic which ensures that information system resources operate as intended and that the data and databases are correct. To preserve integrity is to protect against deliberate and accidental unauthorised manipulation of the system and its data.



	FIPS/Federal Information Processing Standards Publications


	Standards and guidelines that are developed by the US National Institute of Standards and Technology (NIST) for US Federal computer systems.

These standards and guidelines are issued by NIST as Federal Information Processing Standards (FIPS) for use government-wide within the US. A number of these standards are recognise by HMG, for example:

FIPS 140-2 SECURITY REQUIREMENTS FOR 

CRYPTOGRAPHIC MODULES



	PRaP Information Classification
	Information that has been classified in terms of its value, legal requirements, sensitivity and criticality to the Provision 

Information classifications are designed to help individuals determine, and indicate to others, the levels of protection required to help prevent the compromise of valuable or sensitive assets. Applying a protective marking to an Asset indicates the level of protection required. 

The definition for each level of information classification can be formulated to cover a wide range of documentary and other types of Assets, which include:

a) paper based documents;

b) information held and transmitted in electronic form;

c) microfilm;

d) valuables and cash;

e) IT equipment ;

(Within Government this term is known as “protective marking” but Provider’s may have their own existing information classifications that can be applied as appropriate).



	PRaP Provider Information Systems and Services


	Any information system or service that the Provider relies upon for the Provision, even where the Provider does not own that system or service.



	PRaP Provider Information 


	These are information Assets obtained from DWP defined within DWP’s CTF T&Cs as “Authority Data” for the Provision that includes, but is not limited to:

a) Personal Information - information the DWP holds about its customers and staff;

b) business support Information - information generated within the Provider to support its business functions, such as policy, management and accounting information, internal telephone directories, circulars and staff codes and manuals;

c) audit information - technical, transactional and business audit record;

d) system documentation associated with the design, development, testing and operation of PRaP Provider Information Systems and Services 



	Secure Area


	Locations where there is a special security need such as those holding PRaP Provider Information or PRaP Provider Information Systems and Services of a sensitive nature or where the equipment may be critical to the operation of the system or service.




PART 8 ANNEX 2 - SUMMARY OF PERFORMANCE UNDER INDIVIDUAL CONTRACTS HELD

PLEASE NOTE – This Annex is not included in the total overall page limit. The separate limit for this Annex is two pages.

	Contract Holder


	Provider
	Brief overview of contract purpose and customer group involved


	Start Date of contract
	End Date of contract
	Period to which performance relates


	Number of customers starting in period
	Annual Contract Value

	e.g. LSC, Jobcentre Plus
	e.g., Prime or subcontractor (name)
	E.g. To assist 18 – 24 year olds back into the labour market
	
	
	This must be the most recent 12 month period
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Please note that the Department for Work and Pensions may validate any performance information provided for Jobcentre Plus contracts.  Additionally Department for Work and Pensions may elect to contact any other organisation given above, for a reference.  Your permission to do so will be sought in these instances.

PART 10 ANNEX 3
ORGANISATIONS PROPOSED TO DELIVER SPECIFIC ELEMENTS OF THE SERVICE

	NAME OF ORGANISATION

[You should begin by including your own organisation.]

	TYPE OF ORGANISATION

Private, Public or Third Sector?
	ELEMENT(S) OF PROVISION TO BE DELIVERED BY THIS ORGANISATION UNDER SUB-CONTRACT
	DELIVERY LOCATION
(If more than one organisation in a geographical area please provide % delivery split)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


PART 10 ANNEX 4
FORMAT OF LETTER FROM ORGANISATIONS TO BE INVOLVED IN DELIVERY AS SUB-CONTRACTORS

A letter containing the following declaration should be submitted by each proposed sub-contractor organisation and attached to the Tender Form.

To:
 Department for Work and Pensions

Date:


I confirm that we have agreed in principle with [name of bidding organisation], a price for directly delivering the following elements of the service described in their tender:-

[list below elements of service to be delivered]

I have read and understood the specification for the elements of provision, which my organisation will deliver.

I also confirm that we will not further sub-contract any of these services, without prior agreement from the Prime Contractor.

Signed

[the person signing the letter should be authorised to sign contractual agreements on behalf of their organisation]



















Provider Referrals and Payments 


(PRaP) Project





Provider Referrals and Payments 


(PRaP) Project








� Or, for parent companies established outside the United Kingdom, equivalent information as set out in Regulation 23(7) of the Public Contracts Regulations 2006.


� Or, for parent companies established outside the United Kingdom, equivalent information as set out in Regulation 23(7) of the Public Contracts Regulations 2006.


� Or, for parent companies established outside the United Kingdom, equivalent information as set out in Regulation 23(7) of the Public Contracts Regulations 2006.


� It should be noted that in DWP’s T&Cs: Schedule 11, the requirement for the Provider to obtain independent certification of the Security Plan to ISO27001 has not been specified. However the Provider is required to comply with the principles and practices of ISO27001
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Pricing Proposal

		

				PRICING PROPOSAL DOCUMENTATION                                  Backing Young Britain - Mentoring

				Bidding organisation name

		A		BIDDER COSTS								Cost (£)		Cost (£)		Cost (£)

												Year 1   (2 mths)		Year 2 
(12 mths)		Total

				STAFF COSTS

				Direct Staff Costs												0

				Sub Contractor Costs												0

				Management Staff Costs												0

				Other												0

				SUB TOTAL - STAFF COSTS								0		0		0

				PARTICIPANT COSTS

				Participant Travel												0

				Childcare												0

				Other												0

				SUB TOTAL - PARTICIPANT COSTS								0		0		0

				ACCOMMODATION COSTS

				Lease Costs												0

				Rent and Rates												0

				Insurance												0

				Fit out Costs												0

				Facilities Management Costs												0

				Other												0

				SUB TOTAL - ACCOMMODATION COSTS								0		0		0

				OTHER OPERATING COSTS

				IT Hardware												0

				IT Software												0

				IT Maintenance												0

				Printing, Postage and Stationery												0

				Marketing and Advertising												0

				Telephony and Communications												0

				Publications												0

				Other												0

				SUB TOTAL - OTHER OPERATING COSTS								0		0		0

				TOTAL COSTS								0		0		0

				Profit/Surplus												0

				Risk Premium												0

				TOTAL CONTRACT PRICE (£) (EXCLUDING VAT)								0		0		0

		B		DECLARATION

				I hereby declare that the information contained within this pricing proposal

				document represents a true and fair view of the organisation's cost data, and, if

				successful, that I will be bound by the price detailed in the payment schedule,

				subject to DWP Terms and Conditions.

				I am enclosing an electronic version of my pricing proposal

												SIGNED

												POSITION IN COMPANY

												TELEPHONE

												EMAIL

												DATE





Starts and tolerances 

		Year		Year 1 Feb 2010 to March 2010				Year 2 April 2010 to March 2011

		Month		February		March		April		May		June		July		August		September		October		November		December		January		February		March

		1. Profiled starts by month		230		480		705		720		725		745		795		800		800		800		800		800		800		800

		2. Upper tolerance number of starts

		3. Lower tolerance number of starts

		4. Minimum lower tolerance number of starts

		5. Assumed drop out rate (%age)

		6. Monthly service fee (total contract price from Table A divided by 20 months)		0		0		0		0		0		0		0		0		0		0		0		0		0		0

		7. Lower tolerance new monthly service fee





Assumptions 

		

				NOTE: To help us understand how you have arrived at the figures shown in Table A of the Pricing Proposal Document for all cost headings, please show the workings used in your calculations in the appropriate assumptions boxes below. Where applicable these should be presented in a tabular format, using formulae where necessary.

				IMPORTANT: There is no word or page limit for these assumptions in support of your costs. Please expand the space provided for your assumptions as required.

				1. Staff Costs - Please tell us the number of staff required to deliver this provision. Please provide details of staff by job title/grade and either annual salary or number of staff hours and hourly rate. Where 'other' staff costs are identified you should provide details to support the nature of such costs. Where staff costs are apportioned to this bid, please explain the rationale behind any methodologies applied.

				Job Title		Av Salary		Period 1		Period 2

				Total Staff		0		0		0

				Sub contractor:

				Job Title		Av Salary		Period 1		Period 2

				Total Staff		0		0		0

				2. Participant Costs - Please detail the costs associated with participant travel and additional support for all participants. You should detail the assumptions arrived at in calculating participant costs. If you identify 'other' participant costs please provide detail on the nature of such costs, and assumptions to support these costs.

				3. Accommodation Costs - What are the assumptions used to arrive at the accommodation costs e.g. number of premises, location of sites and associated costs. Please detail all services to be delivered from each site. If 'other' accommodation costs are identified please provide details to support the nature of such costs.

				4. Other Operating Costs - Please provide full details of your other operating costs and the assumptions around these costs. If you identify any 'other' Other Operating Costs you should provide details to support the nature of such costs.

				5. Profit/Surplus - Please state any assumptions used to arrive at your profit/surplus figure

				6. Risk Premium - Please state any assumptions used to arrive at any risk premium quoted

				7. Other Assumptions and Tolerances - Please include here any other assumptions and comments in respect of this tender that you believe are necessary to enable the evaluation team to have a full and robust understanding of your tender price.

				8. Working Capital requirements  -  Your actual working capital requirements for the duration of the contract may differ year on year. Please set out your anticipated working capital requirements for each period in the tables shown below. In Table 1 please show forecast amounts and in Table 2 an explanation of how the working capital will be funded.  The tables should be expanded as required with additional rows to capture all the information on your working capital ranges and proposed funding mechanisms. You may wish to provide further details in the space below the table (this space can be expanded further if required) to explain how your figures have been derived and how you will meet/fund these requirements

				Table 1

				Financial Years		Period 1		Period 2

				Forecast Costs

				Forecast Revenue

				Forecast Working Capital

				Table 2

				Working Capital Range

				9. VAT status - DWP would like to know the status that you as a bidder regard this contract in terms of VAT. You will have to engage with your local VAT office to establish this. DWP will need to see a copy of your VAT registration certificate before any formal contract can be signed.
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				Annex 1

				Please provide details of the revenue earned directly from all DWP contracts as a Prime Provider in the last two accounting years of your organisation and what is projected / forecast in current year based on the contracts you currently hold. (Please provide a break down by contract – insert rows as required)

				Contract Reference		Contract Name		Contract Start Date		Contract End Date		Revenue Year 07/08		Revenue Year 08/09		Revenue Year 09/10		Revenue Year 10/11		Revenue Year 11/12		Revenue Year 12/13

				Please provide details of the revenue earned by your organisation as a sub-contractor to other “Prime” DWP Suppliers in the last two accounting years and what is projected / forecast in current year based on the contract you currently hold. (Please provide a break down by provider – insert rows as required)

				Name of Prime provider your organisation sub-contracts to		DWP Welfare to Work provision supported by the sub-contract		Contract Start Date		Contract End Date		Revenue Year 07/08		Revenue Year 08/09		Revenue Year 09/10		Revenue Year 10/11		Revenue Year 11/12		Revenue Year 12/13





Sheet2

		





Sheet3
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		Provider Referral & Payments (PRaP)

		Provider Security Plan

		Provider:

		Completed By:

		Date:



Provider Security Plan



Index

		

		Index

		Notes		Notes for completion

		Section 5		Security Policy

		Section 6		Organisation of Information Security

		Section 7		Asset Management

		Section 8		Human Resources Security

		Section 9		Physical and Environmental Security

		Section 10		Communications and Operations Management

		Section 11		Access Control

		Section 12		Information Systems Acquisition, Development and Maintenance

		Section 13		Information Security Incident Management

		Section 14		Business Continuity Management

		Section 15		Compliance



Security Policy

Organisation of Information Security

Asset Management

Human Resources Security

Physical and Environmental Security

Communications and Operations Management

Access Control

Information Systems Acquisition, Development and Maintenance

Information Security Incident Management

Business Continuity Management

Compliance

Notes for completion



Notes

		Notes for Completion:

		Column 1		ISO27001 Reference		Section reference number as defined by ISO/IEC 27001

		Column 2		Section/Title		Section title as defined by ISO/IEC 27001

		Column 3		ISO27001 Control		Control description as defined by ISO/IEC 27001

		Column 4		DWP Implementation Requirement (ISSS or T&Cs Schedule 11) Reference		Reference section within DWP Information Systems Security Standards (ISSS) or T&Cs Schedule 11. Unless stated otherwise numbered references relate to ISSS

		Column 5		DWP Implementation Requirement (ISSS or T&Cs Schedule 11)		Requirement as defined by DWP Information Systems Security Standards (ISSS) or Schedule 11

		Column 6		Additional Guidance & Emphasis specific to PRaP		Additional information or clarification has been provided specific to PRaP/questions raised by Providers

		Column 7		Provider Compliance Level (Non/Partial/Fully/NA)		Providers must state whether they are Non/Partial/Fully/NA compliant with the controls & requirements as specified below. Where the Providers can demostrate this is not applicable to their implemented service they may state NA (Not Applicable)

		Column 8		Details of Implementation		Providers must supply supporting statements and where appropriate related documents as evidence of meeting compliance

		Column 9		Date of Compliance		Providers must state the date where they are either fully or intend to be fully compliant





Section 5

		Section 5		Security Policy

		ISO27001 Reference		Section/Title		ISO27001 Control		DWP Implementation Requirement (ISSS or T&Cs Schedule 11) Reference		DWP Implementation Requirement (ISSS or T&Cs Schedule 11)		Additional Guidance & Emphasis specific to PRaP		Provider Compliance Level		Details of Implementation		Date of Compliance				Non		Partial		Fully		NA

		5.1		Information security policy

		5.1.1		Information security policy document		An information security policy document shall be approved by management and published and communicated to all employees and relevant external parties		1.1.1		Information systems security: Information systems security is concerned with safeguarding information, no matter how or in what form the information is held, processed or shared, and about protecting the systems, equipment and processes that support its use. Implementing information systems security will make sure that all persons having access to information can be held accountable for their actions and will provide security countermeasures that, if properly implemented, will protect the information's: a) Confidentiality: by not allowing information to be seen by anybody who does not have the right; b) Integrity: by making sure that the information is always accurate and complete; c) Availability: by making sure that the information is available to authorised users when required. In addition to its own information, the Department for Work and Pensions (DWP) handles and shares information relating to other Government Departments, external service providers, business partners, customers and many others. There are legal, commercial and business reasons for making sure that the DWP can use this information securely. Senior Management in DWP recognise that information is a valuable asset and that it has to be protected, together with the systems, equipment and processes that support its use. This DWP Information Systems Security Policy statement, provided for all staff, is endorsed by Senior Management and is expanded upon in the DWP's Information Systems Security Standards (ISSS). It defines the means by which information will be protected and acts as a reminder to staff that disciplinary procedures are in place to deal with any breaches of this Policy or the requirements of the ISSS.

								1.1.2		Departmental Information Systems Security Policy Statement: The DWP Security Officer (DSO) is responsible for providing security policies and procedures that: a) conform with Her Majesty's Government's (HMG) Security Policy; b) conform with all legal and contractual obligations; c) conform with the underpinning guidance and advice published by Government security authorities; d) are driven by, and promote, the DWP's business security concerns. DWP will provide adequate protection for all information in accordance with the perceived risks and consistent with central HMG instructions and guidance. This Policy applies to all aspects of information security, including the specification, design, development, installation, operation, connection, use and decommissioning of the systems, services and equipment used to store, process, transmit or receive information. The DWP will: a) maintain an organisation to direct and manage security; b) provide protective measures, based on risk assessment, risk management  and the protective marking of information to ensure that risks can be reduced to an acceptable level; c) require documentation of security controls and procedures and statements about the allocation and acceptance of security responsibilities, particularly where there is interconnection between systems or services; d) require access to DWP information to be controlled on the basis of business requirement and the need to know; e) require that all personnel be made aware of information security policies and procedures to the extent their duties require and are informed of their personal responsibilities, including their legal obligations; f) require DWP Business Units to provide business continuity plans for critical systems and services; g) regulate, monitor and review the implementation of protective measures; h) monitor the actions of system and service users to determine individual accountability; i) provide security policies and procedures which align with HMG Policy and best practice and remain relevant to providing appropriate protection to Departmental information assets; j) define formal procedures for handling security incidents.

		5.1.2		Review of the information security policy		The information security policy shall be reviewed at planned intervals or if significant changes occur to ensure its continuing suitability, adequacy, and effectiveness		2.1.1		A management framework must be established to initiate and control the implementation of information security within the Provider and for all PRaP Provider Information Systems and Services.





Section 6

		Section 6		Organisation of Information Security

		ISO27001 Reference		Section/Title		ISO27001 Control		DWP Implementation Requirement (ISSS or T&Cs Schedule 11) Reference		DWP Implementation Requirement (ISSS or T&Cs Schedule 11)		Additional Guidance & Emphasis specific to PRaP		Provider Compliance Level		Details of Implementation		Date of Compliance				Non		Partial		Fully		N/A

		6.1		Internal organization

		6.1.1		Management commitment to information security		Management shall actively support security within the organization through clear direction, demonstrated commitment, explicit assignment, and acknowledgment of information security responsibilities.		2.1.1		A management framework must be established to initiate and control the implementation of information security within the Provider and for all PRaP Provider Information Systems and Services.

								2.1.2		Suitable management forums with management leadership must be established to approve the information security policy, assign security roles and co-ordinate the implementation of security across the Provider.

		6.1.2		Information security co-ordination		Information security activities shall be co-ordinated by representatives from different parts of the organization with relevant roles and job functions.		2.1.2		Suitable management forums with management leadership must be established to approve the information security policy, assign security roles and co-ordinate the implementation of security across the Provider.

		6.1.3		Allocation of information security responsibilities		All information security responsibilities shall be clearly defined		2.1.2		Suitable management forums with management leadership must be established to approve the information security policy, assign security roles and co-ordinate the implementation of security across the Provider.

		6.1.4		Authorization process for information processing facilities		A management authorization process for new information processing facilities shall be defined and implemented.		2.1.3		A management authorisation process for new information processing facilities should be established.

		6.1.5		Confidentiality agreements		Requirements for confidentiality or non-disclosure agreements reflecting the organization's needs for the protection of information shall be identified and regularly reviewed.		4.1.3		The use and protection of PRaP Provider Information Systems and Services and PRaP Provider Information must form part of a formally agreed contract that includes confidentiality (i.e. non-disclosure) requirements.

		6.1.6		Contact with authorities		Appropriate contacts with relevant authorities shall be maintained.		2.1.1		A management framework must be established to initiate and control the implementation of information security within the Provider and for all PRaP Provider Information Systems and Services.

		6.1.7		Contact with special interest groups		Appropriate contacts with special interest groups or other specialist security forums and professional associations shall be maintained.

		6.1.8		Independent review of information security		The organization's approach to managing information security and its implementation (i.e. control Objectives, controls, policies, processes, and procedures for information security) shall be reviewed independently at planned intervals, or when significant changes to the security implementation occur.		Schedule 11 Section 5.1		The Prime Contractor shall carry out such regular security audits as may be required by the British Standards Institute in order to maintain delivery of the Services in compliance with security aspects of ISO 27001 and shall promptly provide to the Authority any associated security audit reports and shall otherwise notify the Authority of the results of such security audits.

		6.2		External parties

		6.2.1		Identification of risks related to external parties		The risks to the organization's information and information processing facilities from business processes involving external parties shall be identified and appropriate controls implemented before granting access.		6.10.1		Access to PRaP Provider Information by third party organisations and their staff, must be controlled.

		6.2.2		Addressing security when dealing with customers		All identified security requirements shall be addressed before giving customers access to the organization's information or assets.		6.10.1		Access to PRaP Provider Information by third party organisations and their staff, must be controlled.

		6.2.3		Addressing security in third party agreements		Agreements with third parties involving accessing, processing, communicating or managing the organization's information or information processing facilities, or adding products or services to information processing facilities shall cover all relevant security requirements.		6.10.1		Access to PRaP Provider Information by third party organisations and their staff, must be controlled.





Section 7

		Section 7		Asset Management

		ISO27001 Reference		Section/Title		ISO27001 Control		DWP Implementation Requirement (ISSS or T&Cs Schedule 11) Reference		DWP Implementation Requirement (ISSS or T&Cs Schedule 11)		Additional Guidance & Emphasis specific to PRaP		Provider Compliance Level		Details of Implementation		Date of Compliance				Non		Partial		Fully		N/A

		7.1		Responsibility for assets

		7.1.1		Inventory of assets		All assets shall be clearly identified and an inventory of all important assets drawn up and maintained.		3.1.2		Significant physical Assets associated with PRaP Provider Information Systems and Services must be marked with an Asset number.

								3.1.3		An Asset register must be maintained for all significant Assets associated with the PRaP Provider Information Systems and Services.

		7.1.2		Ownership of assets		All information and assets associated with information processing facilities shall be 'owned' by a designated part of the organization		3.1.1		Significant Assets associated with PRaP Provider Information Systems and Services must be the direct responsibility of nominated owners.

		7.1.3		Acceptable use of assets		Rules for the acceptable use of information and assets associated with information processing facilities shall be identified, documented, and implemented.		4.2.1		Personnel requiring access to PRaP Provider Information Systems and Services and PRaP Provider Information must be provided with an appropriate level of training to undertake their duties securely, before being granted access.

								3.2.4		Information classification of Assets used for PRaP Provider Information Systems and Services, and of PRaP Provider Information, must be made known to all those who may have access.

		7.2		Information classification

		7.2.1		Classification guidelines		Information shall be classified in terms of its value, legal requirements, sensitivity and criticality to the organization.		3.2.1		All Assets associated with PRaP Provider Information Systems and Services must be assessed to determine whether a specific information classification (PRaP Information Classification) is required.		DWP advises that PRaP Provider Information that relates to Personal Data should be handled as if it were PROTECT as defined within the HMG Protective Marking System. Please see the following reference for further details http://www.cabinetoffice.gov.uk/spf/sp2_pmac.aspx.When considering the PRaP Information Classification, consideration should be given to the Aggregation effect, which may cause a large quantity of information to become classified at a higher level. This is particularly the case for PRaP Provider Information accumulating over a period of time.

		7.2.2		Information labelling and handling		An appropriate set of procedures for information labelling and handling shall be developed and implemented in accordance with the classification scheme adopted by the organization.		3.1.2		Significant physical Assets associated with PRaP Provider Information Systems and Services must be marked with an Asset number.

								3.2.2		Information that relates to the configuration, security or architecture of a PRaP Provider Information System or Service must carry a suitable information classification suitable for the system to which it relates.

								3.2.4		Information classification of Assets used for PRaP Provider Information Systems and Services, and of PRaP Provider Information, must be made known to all those who may have access.





Section 8

		Section 8		Human Resources Security

		ISO27001 Reference		Section/Title		ISO27001 Control		DWP Implementation Requirement (ISSS or T&Cs Schedule 11) Reference		DWP Implementation Requirement (ISSS or T&Cs Schedule 11)		Additional Guidance & Emphasis specific to PRaP		Provider Compliance Level		Details of Implementation		Date of Compliance				Non		Partial		Fully		N/A

		8.1		Prior to employment

		8.1.1		Roles and responsibilities		Security roles and responsibilities of employees, contractors and third party users shall be defined and documented in accordance with the organization's information security policy.		10.1.1		All Organisations with access to PRaP Provider Information Systems and Services and PRaP Provider Information, including those within the Provider, must have an organisational structure in place which clearly defines roles and responsibilities for the protection of those systems and information in accordance with the Providers security policies standards and procedures.

		8.1.2		Screening		Background verification checks on all candidates for employment, contractors, and third party users shall be carried out in accordance with relevant laws, regulations and ethics, and proportional to the business requirements, the classification of the information to be accessed, and the perceived risks.		4.1.1		Organisations with access to PRaP Provider Information Systems and Services and PRaP Provider Information must, for each post, assess whether and to what level security clearance is required.

								4.1.2		Before any individual is allowed physical or electronic access to PRaP Provider Information Systems and Services and or Assets associated with such systems an appropriate level of security check must be undertaken.		DWP expects a minimum of Baseline Personnel Security Standard, or equivalent, of all individuals with access to PRaP Provider Information Systems and Services must be undertaken. Please see the following reference for further details http://www.cabinetoffice.gov.uk/spf/mandatory_requirements/mr23.aspx

		8.1.3		Terms and conditions of employment		As part of their contractual obligation, employees, contractors and third party users shall agree and sign the terms and conditions of their employment contract, which shall state their and the organization's responsibilities for information security.		4.1.3		The use and protection of PRaP Provider Information Systems and Services and PRaP Provider Information must form part of a formally agreed contract that includes confidentiality (i.e. non-disclosure) requirements.

		8.2		During employment

		8.2.1		Management responsibilities		Management shall require employees, contractors and third party users to apply security in accordance with established policies and procedures of the organization.		4.2.2		Personnel requiring access to PRaP Provider Information Systems and Services and PRaP Provider Information in support of PRaP Provider business must be made aware, before being granted access, of their personal responsibilities with regard to associated security policies and procedures and to their legal obligations.

		8.2.2		Information security awareness, education and training		All employees of the organization and, where relevant, contractors and third party users shall receive appropriate awareness training and regular updates in organizational policies and procedures, as relevant for their job function.		4.2.1		Personnel requiring access to PRaP Provider Information Systems and Services and PRaP Provider Information must be provided with an appropriate level of training to undertake their duties securely, before being granted access.

								4.2.2		Personnel requiring access to PRaP Provider Information Systems and Services and PRaP Provider Information in support of PRaP Provider business must be made aware, before being granted access, of their personal responsibilities with regard to associated security policies and procedures and to their legal obligations.

								4.2.4		Personnel requiring access to PRaP Provider Information Systems and Services and PRaP Provider Information must on induction and regularly throughout their employment, receive effective security training and appropriate security awareness information.

								10.1.2		Personnel with specific security roles must have the training, resources and authority necessary to enable them to undertake their security responsibilities.

		8.2.3		Disciplinary process		There shall be a formal disciplinary process for employees who have committed a security breach.		4.2.3		Personnel who will use or have access to PRaP Provider Information Systems and Services must be made aware: a) of the Provider's ability to identify users and track their interactions with PRaP Provider Information Systems and Services; b) that all suspected incidents of misuse will be investigated and appropriate disciplinary action will be taken.

		8.3		Termination or change of employment

		8.3.1		Termination responsibilities		Responsibilities for performing employment termination or change of employment shall be clearly defined and assigned.		4.1.4		Procedures must be in place to ensure that PRaP Provider Information Systems and Services and PRaP Provider Information are protected, and security preserved, when an individual terminates his/her employment or changes duties.

		8.3.2		Return of assets		All employees, contractors and third party users shall return all of the organization's assets in their possession upon termination of their employment, contract or agreement.		4.1.4		Procedures must be in place to ensure that PRaP Provider Information Systems and Services and PRaP Provider Information are protected, and security preserved, when an individual terminates his/her employment or changes duties.

		8.3.3		Removal of access rights		The access rights of all employees, contractors and third party users to information and information processing facilities shall be removed upon termination of their employment, contract or agreement, or adjusted upon change		4.1.4		Procedures must be in place to ensure that PRaP Provider Information Systems and Services and PRaP Provider Information are protected, and security preserved, when an individual terminates his/her employment or changes duties.





Section 9

		Section 9		Physical and Environmental Security

		ISO27001 Reference		Section/Title		ISO27001 Control		DWP Implementation Requirement (ISSS or T&Cs Schedule 11) Reference		DWP Implementation Requirement (ISSS or T&Cs Schedule 11)		Additional Guidance & Emphasis specific to PRaP		Provider Compliance Level		Details of Implementation		Date of Compliance				Non		Partial		Fully		N/A

		9.1		Secure areas

		9.1.1		Physical security perimeter		Security perimeters (barriers such as walls, card controlled entry gates or manned reception desks) shall be used to protect areas that contain information and information processing facilities.		5.1.2		Controls and procedures must be in place which allow only authorised personnel to enter sites, buildings and offices holding or providing a means to access PRaP Provider Information Systems and Services and PRaP Provider Information.

		9.1.2		Physical entry controls		Secure areas shall be protected by appropriate entry controls to ensure that only authorized personnel are allowed access.		5.1.2		Controls and procedures must be in place which allow only authorised personnel to enter sites, buildings and offices holding or providing a means to access PRaP Provider Information Systems and Services and PRaP Provider Information.

		9.1.3		Securing offices, rooms and facilities		Physical security for offices, rooms, and facilities shall be designed and applied.		5.1.3		Additional controls and guidelines must be provided for Secure Areas.

		9.1.4		Protecting against external and environmental threats		Physical protection against damage from fire, flood, earthquake, explosion, civil unrest, and other forms of natural or man-made disaster shall be designed and applied.		6.7.1		PRaP Provider Information Systems and Services must operate in an environment that protects them against the risks from environmental threats and hazards.

		9.1.5		Working in secure areas		Physical protection and guidelines for working in secure areas shall be designed and applied.		5.1.3		Additional controls and guidelines must be provided for Secure Areas.

								5.1.4		Procedures must be in place to ensure that deliveries to and collections from a controlled area do not compromise the security of that area.

		9.1.6		Public access, delivery and loading areas		Access points such as delivery and loading areas and other points where unauthorized persons may enter the premises shall be controlled and, if possible, isolated from information processing facilities to avoid unauthorized access.		5.1.4		Procedures must be in place to ensure that deliveries to and collections from a controlled area do not compromise the security of that area.

		9.2		Equipment security

		9.2.1		Equipment siting and protection		Equipment shall be sited or protected to reduce the risks from environmental threats and hazards, and opportunities for unauthorized access.		5.2.1		Equipment used in PRaP Provider Information Systems and Services must not be sited in areas where it is known that there is an unacceptable risk of loss, damage or compromise.

		9.2.2		Supporting utilities		Equipment shall be protected from power failures and other disruptions caused by failures in supporting utilities.		5.2.5		All equipment used in PRaP Provider Information Systems and Services must be provided with a power supply, which is capable of sustaining its correct and proper operation.

								5.2.6		The power supply capability must be reviewed whenever it is planned to introduce new hardware or support facilities.

		9.2.3		Cabling security		Power and telecommunications cabling carrying data or supporting information services shall be protected from interception or damage.		5.2.7		All cables used to facilitate the use of equipment used in PRaP Provider Information Systems and Services must be protected in a manner appropriate to their type and usage.

								5.2.8		Cables and ports providing access to the networks hosting PRaP Provider Information Systems and Services must be managed to prevent unauthorised access or disruption to services.

		9.2.4		Equipment maintenance		Equipment shall be correctly maintained to ensure its continued availability and integrity.		5.2.4		Measures must be implemented to prevent the compromise of the security of PRaP Provider Information Systems and Services through failure of components.

		9.2.5		Security of equipment off-premises		Security shall be applied to off-site equipment taking into account the different risks of working outside the organization's premises.		5.2.3		The use of equipment outside of  Site to carry out PRaP Provider work must be controlled. Information must be given a level of protection in accordance with its PRaP Information Classification .

		9.2.6		Secure disposal or re-use of equipment		All items of equipment containing storage media shall be checked to ensure that any sensitive data and licensed software has been removed or securely overwritten prior to disposal.		5.2.9		Procedures for the destruction or disposal of surplus or redundant equipment used in PRaP Provider Information Systems and Services must ensure that all software is uninstalled and that PRaP Provider Information on any computer media is destroyed or disposed of under conditions which prevent casual or wilful access by unauthorised people.

		9.2.7		Removal of property		Equipment, information or software shall not be taken off-site without prior authorization.		5.2.2		Equipment, software and related materials used in PRaP Provider Information Systems and Services must not be taken off  Site without authorisation.





Section 10

		Section 10		Communications and Operations Management

		ISO27001 Reference		Section/Title		ISO27001 Control		DWP Implementation Requirement (ISSS or T&Cs Schedule 11) Reference		DWP Implementation Requirement (ISSS or T&Cs Schedule 11)		Additional Guidance & Emphasis specific to PRaP		Provider Compliance Level		Details of Implementation		Date of Compliance				Non		Partial		Fully		N/A

		10.1		Operational procedures and responsibilities

		10.1.1		Documented operating procedures		Operating procedures shall be documented, maintained, and made available to all users who need them.		6.1.1		PRaP Provider Information Systems and Services must provide functions to administer the system and restrict access to these functions to authorised individuals.

								6.1.2		Comprehensive work instructions must be prepared and maintained for all PRaP Provider Information Systems and Services to ensure their secure and correct operation.

		10.1.2		Change management		Changes to information processing facilities and systems shall be controlled.		6.3.4		The deployment of new or upgraded PRaP Provider Information Systems and Services must ensure that the security of the system and its information is maintained throughout the deployment process.

								6.3.5		All proposed changes to operational PRaP Provider Information Systems and Services or Services including changes to software, equipment and processes must be subject to formal PRaP Provider change control procedures.

		10.1.3		Segregation of duties		Duties and areas of responsibility shall be segregated to reduce opportunities for unauthorized or unintentional modification or misuse of the organization's assets.		6.1.6		Security mechanisms and procedures must be used to control access to tools which are capable of providing unauthorised or inexperienced persons with the ability to cause deliberate or accidental damage to a PRaP Provider Information Systems and Services or which provide access options that are not appropriate.

		10.1.4		Separation of development, test and operational facilities		Development, test and operational facilities shall be separated to reduce the risks of unauthorised access or changes to the operational system.		6.1.5		Operational and test and development environments for PRaP Provider Information Systems and Services must be segregated and access to them controlled.

		10.2		Third party service delivery management

		10.2.1		Service delivery		It shall be ensured that the security controls, service definitions and delivery levels included in the third party service delivery agreement are implemented, operated, and maintained by the third party.		10.8.1		Terms of PRaP Provider audit access must be established for all PRaP Provider Information Systems and Services

		10.2.2		Monitoring and review of third party services		The services, reports and records provided by the third party shall be regularly monitored and reviewed, and audits shall be carried out regularly.		6.2.4		Service providers for PRaP Provider Information Systems and Services must allow and provide for access to their premises and systems to enable compliance to be checked and monitored by the Provider.

		10.2.3		Managing changes to third party services		Changes to the provision of services, including maintaining and improving existing information security policies, procedures and controls, shall be managed, taking account of the criticality of business systems and processes involved and re-assessment of risks.		6.3.5		All proposed changes to operational PRaP Provider Information Systems and Services or Services including changes to software, equipment and processes must be subject to formal PRaP Provider change control procedures.

		10.3		System planning and acceptance

		10.3.1		Capacity management		The use of resources shall be monitored, tuned, and projections made of future capacity requirements to ensure the required system performance.		6.3.1		Adequate capacity and resources must be provided for the operation of PRaP Provider Information Systems and Services throughout the life of the system or service.

		10.3.2		System acceptance		Acceptance criteria for new information systems, upgrades, and new versions shall be established and suitable tests of the system(s) carried out during development and prior to acceptance.		6.3.2		All PRaP Provider Information Systems and Services must meet defined acceptance criteria and be fully tested prior to deployment.

								6.3.5		All proposed changes to operational PRaP Provider Information Systems and Services or Services including changes to software, equipment and processes must be subject to formal PRaP Provider change control procedures.

		10.4		Protection against malicious and mobile code

		10.4.1		Controls against malicious code		Detection, prevention, and recovery controls to protect against malicious code and appropriate user awareness procedures shall be implemented.		6.4.1		Effective measures and procedures must be implemented for PRaP Provider Information Systems and Services to prevent or detect their infection by malicious software.

		10.4.2		Controls against mobile code		Where the use of mobile code is authorized, the configuration shall ensure that the authorized mobile code operates according to a clearly defined security policy, and unauthorized mobile code shall be prevented from executing.		6.4.1		Effective measures and procedures must be implemented for PRaP Provider Information Systems and Services to prevent or detect their infection by malicious software.

		10.5		Back-up

		10.5.1		Information back-up		Back-up copies of information and software shall be taken and tested regularly in accordance with the agreed backup policy.		6.5.1		PRaP Provider Information and software held within PRaP Provider Information Systems and Services must be protected against loss by the implementation of formal procedures to generate, record, store and control the use of, back-up copies.

								6.5.2		Measures must be established to archive PRaP Provider Information and provide access to archived information.

		10.6		Network security management

		10.6.1		Network controls		Networks shall be adequately managed and controlled, in order to be protected from threats, and to maintain security for the systems and applications using the network, including information in transit.		6.8.1		Security measures must be implemented to protect the networks on which PRaP Provider Information Systems and Services are hosted from unauthorised external access.

								6.8.3		PRaP Provider Information must be protected when transmitted across a network.

								6.13.1		All connections to the internet from PRaP Provider Information Systems and Services must have appropriate security measures implemented and be approved by the Provider's security authorities.

								6.13.2		PRaP Provider Information must only be transmitted across the Internet when measures appropriate to the sensitivity and PRaP Information Classification  of the information have been taken.

								6.13.3		PRaP Provider connections to the internet must only be used for purposes approved by the Provider.

		10.6.2		Security of network services		Security features, service levels, and management requirements of all network services shall be identified and included in any network services agreement, whether these services are provided in-house or outsourced.		7.4.8		Organisations using publicly or privately provided network services must ensure that their network provider gives a clear description of the security attributes of all services used.

		10.7		Media handling

		10.7.1		Management of removable computer media		There shall be procedures in place for the management of removable media.		6.9.1		All media containing PRaP Provider Information must be given a level of protection appropriate to the risks to the type of media and to the PRaP Information Classification of the information it contains.

		10.7.2		Disposal of media		Media shall be disposed of securely and safely when no longer required, using formal procedures.		6.9.4		All media must be disposed of securely and safely in accordance with its PRaP Information Classification and value when it is no longer required.		When accumulating media for disposal, consideration should be given to the Aggregation effect, which may cause a large quantity of information to become classified. This is particularly the case for PRaP Provider Information accumulating over a period of time.

		10.7.3		Information handling procedures		Procedures for the handling and storage of information shall be established to protect this information from unauthorized disclosure or misuse.		6.9.1		All media containing PRaP Provider Information must be given a level of protection appropriate to the risks to the type of media and to the PRaP Information Classification of the information it contains.

		10.7.4		Security of system documentation		System documentation shall be protected against unauthorized access.		6.9.3		System documentation must be protected from loss and access to it controlled and restricted to those with the appropriate clearance and a Need to Know.

		10.8		Exchanges of information

		10.8.1		Information exchange policies and procedures		Formal exchange policies, procedures, and controls shall be in place to protect the exchange of information through the use of all types of communication facilities.		6.11.1		Where PRaP Provider Information or software that is used to provide PRaP Provider Information Systems and Services is to be exchanged, electronically or physically, the information must be protected to ensure the Confidentiality and Integrity and Availability of the information or software.

								6.14.3		PRaP Provider Information must not be put at risk of disclosure through the improper and careless use of telephone, fax and video facilities.

								8.3.1		Data input to and processed by PRaP Provider Information Systems and Services must be validated and controlled to ensure that it is from a acceptable source, is valid and is processed correctly.

		10.8.2		Exchange agreements		Agreements shall be established for the exchange of information and software between the organization and external parties.		6.11.1		Where PRaP Provider Information or software that is used to provide PRaP Provider Information Systems and Services is to be exchanged, electronically or physically, the information must be protected to ensure the Confidentiality and Integrity and Availability of the information or software.

		10.8.3		Physical media in transit		Media containing information should be protected against unauthorized access, misuse or corruption during transportation beyond an organization’s physical boundaries		6.11.1		Where PRaP Provider Information or software that is used to provide PRaP Provider Information Systems and Services is to be exchanged, electronically or physically, the information must be protected to ensure the Confidentiality and Integrity and Availability of the information or software.

								8.3.1		Data input to and processed by PRaP Provider Information Systems and Services must be validated and controlled to ensure that it is from a acceptable source, is valid and is processed correctly.

		10.8.4		Electronic messaging		Information involved in electronic messaging shall be appropriately protected.		6.11.1		Where PRaP Provider Information or software that is used to provide PRaP Provider Information Systems and Services is to be exchanged, electronically or physically, the information must be protected to ensure the Confidentiality and Integrity and Availability of the information or software.

								6.12.1		PRaP Provider email must only be used for purposes approved by the Provider.

								6.12.2		PRaP Provider Information can only be transmitted by electronic messaging systems when measures appropriate to the sensitivity and PRaP Information Classification of the information have been taken and when due consideration has been given to the route by which the information will be sent to the recipient.

								6.12.3		Measures must be implemented at the Provider's electronic messaging service external gateway to manage the transfer of information on the Internet.

								6.12.4		All email received into the Provider must be scanned for malicious software and measures implemented to prevent such software infecting PRaP Provider Information Systems and Services.

		10.8.5		Business information systems		Policies and procedures shall be developed and implemented to protect information associated with the interconnection of business information systems.		6.8.2		Where there are connections to external networks the managed network security gateway through which the gateway is established must be accredited.

								6.11.1		Where PRaP Provider Information or software that is used to provide PRaP Provider Information Systems and Services is to be exchanged, electronically or physically, the information must be protected to ensure the Confidentiality and Integrity and Availability of the information or software.

		10.9		Electronic commerce services

		10.9.1		Electronic commerce		Information involved in electronic commerce passing over public networks shall be protected from fraudulent activity, contract dispute, and unauthorized disclosure and modification.		6.11.2		Controls must be applied to protect PRaP Provider Systems or Services involved in electronic commerce from network threats.

		10.9.2		On-line transactions		Information involved in on-line transactions shall be protected to prevent incomplete transmission, mis-routing, unauthorized message alteration, unauthorized disclosure, unauthorized message duplication or replay.		6.11.2		Controls must be applied to protect PRaP Provider Systems or Services involved in electronic commerce from network threats.

		10.9.3		Publicly available systems		The integrity of information being made available on a publicly available system shall be protected to prevent unauthorized modification.		6.11.2		Controls must be applied to protect PRaP Provider Systems or Services involved in electronic commerce from network threats.

								6.14.2		Information in publicly available systems and services must be protected from unauthorised disclosure, access and modification.

		10.10		Monitoring

		10.10.1		Audit logging		Audit logs recording user activities, exceptions, and information security events shall be produced and kept for an agreed period to assist in future investigations and access control monitoring.		7.1.3		Logon procedures for PRaP Provider Information Systems and Services must provide a mechanism to detect multiple unsuccessful attempts at logging on.

								7.5.2		PRaP Provider Information Systems and Services must provide and maintain an audit trail of specified security related events and alarms.

								8.2.3		Information systems and services must provide an alarm function, in real-time. A minimum set of Security Events shall raise alarms, which must be routed to defined destinations and audit logs according to event type.

		10.10.2		Monitoring system use		Procedures for monitoring use of information processing facilities shall be established and the results of the monitoring activities reviewed regularly.		6.1.4		Management at all levels must ensure that the allocation of work and responsibilities is organised to minimise the opportunities and possibilities for fraud or the compromise of PRaP Provider Information .

								7.5.1		It must be possible to identify all users within a PRaP Provider IT system or service and to trace their actions

								7.5.2		PRaP Provider Information Systems and Services must provide and maintain an audit trail of specified security related events and alarms.

								7.5.8		Procedures must be in place to monitor and record system/service usage and activities.

								7.5.9		Audit trails for PRaP Provider Information Systems and Services must be checked regularly in accordance with the audit control policy for the system.

								8.2.6		PRaP Provider Information Systems and Services must be monitored for unauthorised changes.

		10.10.3		Protection of log information		Logging facilities and log information shall be protected against tampering and unauthorized access.		7.5.4		Protected audit tools must be provided which allow for the inspection and review of audit data by authorised individuals.

								7.5.5		Audit trail management functions must be provided for use by specific authorised users.

								7.5.6		Audit trails must be protected to the same degree as the information handled by the information system or service.

		10.10.4		Administrator and operator logs		System administrator and system operator activities shall be logged.		7.5.1		It must be possible to identify all users within a PRaP Provider IT system or service and to trace their actions

		10.10.5		Fault logging		Faults shall be logged, analyzed, and appropriate action taken.		6.1.3		PRaP Provider Information Systems and Services must provide facilities for the detection and resolution of faults that disrupt live processing.

								6.6.1		Hardware, software and system faults for all systems and services must be identified, reported and recorded.

		10.10.6		Clock synchronization		The clocks of all relevant information processing systems within an organization or security domain shall be synchronized with an agreed accurate time source.		7.5.7		Security audit information must be capable of crossing multiple information system and service boundaries in a consistent format and with the same level of detail.





Section 11

		Section 11		Access control

		ISO27001 Reference		Section/Title		ISO27001 Control		DWP Implementation Requirement (ISSS or T&Cs Schedule 11) Reference		DWP Implementation Requirement (ISSS or T&Cs Schedule 11)		Additional Guidance & Emphasis specific to PRaP		Provider Compliance Level		Details of Implementation		Date of Compliance				Non		Partially		Fully		N/A

		11.1		Business requirement for access control

		11.1.1		Access control policy		An access control policy shall be established, documented, and reviewed based on business and security requirements for access.		7.1.4		An advisory warning message must be displayed to the user prior to initiating an information system or service logon procedure.

								7.1.5		Where a physical security token is used as part of the logon process, there must be clearly defined and documented procedures for the management and use of such tokens.

								10.1.2		Personnel with specific security roles must have the training, resources and authority necessary to enable them to undertake their security responsibilities.

		11.2		User access management

		11.2.1		User registration		There shall be a formal user registration and de-registration procedure in place for granting and revoking access to all information systems and services.		7.1.2		The award, change and termination of user access rights and associated privileges must be controlled and monitored and procedures must be established to ensure that this is done in accordance with the access control policy for the system or service.

								7.3.3		The mechanisms provided for enabling, disabling, modifying and deleting user registration details must only be accessible to authorised individuals.

		11.2.2		Privilege management		The allocation and use of privileges shall be restricted and controlled.		8.2.2		PRaP Provider Information Systems and Services must provide facilities for the implementation and management of access profiles to control access to the system or service by end-users and other systems and services.

								10.1.2		Personnel with specific security roles must have the training, resources and authority necessary to enable them to undertake their security responsibilities.

		11.2.3		User password management		The allocation of passwords shall be controlled through a formal management process.		7.2.1		Management must ensure that users are aware of their responsibilities in respect of passwords.

								7.2.2		All PRaP Provider Information Systems and Services must have a clearly defined set of password management and usage rules which must be implemented.

								8.2.4		Where a password or PIN is used to validate a user's authority to access PRaP Provider Information Systems and Services, an effective password /PIN management system must be provided.

		11.2.4		Review of user access rights		Management shall review users' access rights at regular intervals using a formal process.		8.2.2		PRaP Provider Information Systems and Services must provide facilities for the implementation and management of access profiles to control access to the system or service by end-users and other systems and services.

		11.3		User responsibilities

		11.3.1		Password use		Users shall be required to follow good security practices in the selection and use of passwords.		7.2.1		Management must ensure that users are aware of their responsibilities in respect of passwords.

								7.2.2		All PRaP Provider Information Systems and Services must have a clearly defined set of password management and usage rules which must be implemented.		Providers should ensure that all users able to access PRaP Provider Information are limited to the minimum numbers required for Provision. These users should have strong procedural controls enforcd that they can only access PRaP Provider Information from authorised Sites and Secure Areas. Access to PRaP Provider Information from Internet cafés and similar non authorised PRaP Provider Information Systems and Services would be considered totally unsuitable. Particular attention to threats related to remote access solutions should also be considered - please also see 11.7 - Mobile computing and teleworking

		11.3.2		Unattended user equipment		Users shall ensure that unattended equipment has appropriate protection. Applicable Standards		6.9.2		PRaP Provider Information must not be accessible to unauthorised persons at an unattended or unused workstation.

		11.3.3		Clear desk and clear screen policy		A clear desk policy for papers and removable storage media and a clear screen policy for information processing facilities shall be adopted.		5.1.5		PRaP Provider Information must be safeguarded from unauthorised access and accidental and deliberate loss or damage at all times.

								6.9.2		PRaP Provider Information must not be accessible to unauthorised persons at an unattended or unused workstation.

		11.4		Network access control

		11.4.1		Policy on use of network services		Users shall only be provided with access to the services that they have been specifically authorized to use.		7.4.1		Access to networks containing PRaP Provider Information must be restricted to personnel with the authority and the need to know

								7.4.2		User access to networks must be managed by controlling and restricting their access to specific paths and applications.

								7.4.7		All proposed changes or additions to the Provider's network infrastructure and all other networks, which provide access to PRaP Provider Information, must be approved.

		11.4.2		User authentication for external connections		Appropriate authentication methods shall be used to control access by remote users.		7.1.7		Mechanisms to detect, and where possible prevent, unauthorised access to PRaP Provider Information Systems and Services must be implemented.

		11.4.3		Equipment identification in the network		Automatic equipment identification shall be considered as a means to authenticate connections from specific locations and equipment.		7.1.6		All equipment connected to PRaP Provider Information Systems and Services must be identifiable and controlled.

								7.4.3		The source of any link to a PRaP Provider network and all other networks, which provide access to PRaP Provider Information, must be authenticated before the link is established.

								7.4.4		Network connections must be restricted to workstations, servers and other devices that can be positively identified and authenticated.

		11.4.4		Remote diagnostic and configuration port protection		Physical and logical access to diagnostic and configuration ports shall be controlled.		7.1.7		Mechanisms to detect, and where possible prevent, unauthorised access to PRaP Provider Information Systems and Services must be implemented.

								7.4.5		Remote diagnostic ports must be securely managed and controlled.

		11.4.5		Segregation in networks		Groups of information services, users, and information systems shall be segregated on networks.		7.1.7		Mechanisms to detect, and where possible prevent, unauthorised access to PRaP Provider Information Systems and Services must be implemented.

								7.4.6		Network segregation must be used where the connection of other functional areas or organisations to an existing network presents a risk of unauthorised access to PRaP Provider Information.

		11.4.6		Network connection control		For shared networks, especially those extending across the organisations boundaries, the capability of users to connect to the network shall be restricted, in line with the access control policy and requirements of the business applications (see 11.1).		7.1.7		Mechanisms to detect, and where possible prevent, unauthorised access to PRaP Provider Information Systems and Services must be implemented.

								7.4.7		All proposed changes or additions to the Provider's network infrastructure and all other networks, which provide access to PRaP Provider Information, must be approved.

		11.4.7		Network routing control		Routing controls shall be implemented for networks to ensure that computer connections and information flows do not breach the access control policy of the business applications.		7.1.7		Mechanisms to detect, and where possible prevent, unauthorised access to PRaP Provider Information Systems and Services must be implemented.

		11.5		Operating system access control

		11.5.1		Secure log-on procedure		Access to operating systems shall be controlled by a secure log-on procedure.		7.1.7		Mechanisms to detect, and where possible prevent, unauthorised access to PRaP Provider Information Systems and Services must be implemented.

								7.3.4		System Administrators must not logon with full supervisor privileges unless it is essential to do so.

		11.5.2		User identification and authentication		All users shall have a unique identifier (user ID) for their personal use only, and a suitable authentication technique shall be chosen to substantiate the claimed identity of a user.		7.5.1		It must be possible to identify all users within a PRaP Provider IT system or service and to trace their actions

		11.5.3		Password management system		Systems for managing passwords shall be interactive and shall ensure quality passwords.		8.2.4		Where a password or PIN is used to validate a user's authority to access PRaP Provider Information Systems and Services, an effective password /PIN management system must be provided.

		11.5.4		Use of system utilities		The use of utility programs that might be capable of overriding system and application controls shall be restricted and tightly controlled.		7.1.11		PRaP Provider Information Systems and Services must have processes defined to authorise and report emergency access.

								7.3.1		Access to information system and service utilities must be restricted to the minimum practical number of authorised users.

								7.3.3		The mechanisms provided for enabling, disabling, modifying and deleting user registration details must only be accessible to authorised individuals.

								7.3.4		System Administrators must not logon with full supervisor privileges unless it is essential to do so.

		11.5.5		Session time-out		Inactive sessions shall shut down after a defined period of inactivity. Applicable Standards		6.9.2		PRaP Provider Information must not be accessible to unauthorised persons at an unattended or unused workstation.

		11.5.6		Limitation of connection time		Restrictions on connection times shall be used to provide additional security for high-risk applications.		7.1.7		Mechanisms to detect, and where possible prevent, unauthorised access to PRaP Provider Information Systems and Services must be implemented.

		11.6		Application and information access control

		11.6.1		Information access restriction		Access to information and application system functions by users and support personnel shall be restricted in accordance with the defined access control policy.		7.1.8		PRaP Provider Information in application systems must not be accessed or used without authority and business need.

								7.1.9		PRaP Provider Information handled by PRaP Provider Information Systems and Services, by users and other systems and services, must be controlled in accordance with the access control policy for the system or service.

								7.3.2		Access to information on the configuration, security or architecture of information systems and services must only be available in accordance with the access control policy for that system or service. Such information must carry a minimum PRaP Information Classification at least equal to the PRaP Information Classification of the System to which it relates.

		11.6.2		Sensitive system isolation		Sensitive systems shall have a dedicated (isolated) computing environment.		7.1.14		PRaP Provider Information processed or stored in PRaP Provider Information Systems or Services must be protected in accordance with its PRaP Information Classification.

		11.7		Mobile computing and teleworking

		11.7.1		Mobile computing and communications		A formal policy shall be in place, and appropriate security measures shall be adopted to protect against the risks of using mobile computing and communication facilities.		5.2.3		The use of equipment outside of Site to carry out PRaP Provider work must be controlled. Information must be given a level of protection in accordance with its PRaP Information Classification.

		11.7.2		Teleworking		A policy, operational plans and procedures shall be developed and implemented for teleworking activities.		5.2.3		The use of equipment outside of Site to carry out PRaP Provider work must be controlled. Information must be given a level of protection in accordance with its PRaP Information Classification.

								5.2.10		The use of privately owned equipment to carry out PRaP Provider work must be controlled.





Section 12

		Section 12		Information Systems Acquisition, Development and Maintenance

		ISO27001 Reference		Section/Title		ISO27001 Control		DWP Implementation Requirement (ISSS or T&Cs Schedule 11) Reference		DWP Implementation Requirement (ISSS or T&Cs Schedule 11)		Additional Guidance & Emphasis specific to PRaP		Provider Compliance Level		Details of Implementation		Date of Compliance				Non		Partial		Fully		N/A

		12.1		Security requirements of information systems

		12.1.1		Security requirements analysis and specification		Statements of business requirements for new information systems, or enhancements to existing information systems shall specify the requirements for security controls.		6.2.1		The procurement process for PRaP Provider Information Systems and Services must ensure that the Provider's security requirements are clearly communicated to all actual and potential service providers.

								6.2.2		Contracts and agreements with an organisation providing PRaP Provider Information Systems and Services must include an undertaking on their part to comply with all DWP and PRaP Provider security policies, standards and procedures.

								6.2.3		Organisations providing PRaP Provider Information Systems and Services must document the implementation of security controls and how they comply with ISSS and any associated security policies and standards.

								6.14.1		PRaP Provider Information and security countermeasures must not be compromised through the use of electronic office systems.

		12.2		Correct processing in applications

		12.2.1		Input data validation		Data input to applications shall be validated to ensure that this data is correct and appropriate.		8.3.1		Data input to and processed by PRaP Provider Information Systems and Services must be validated and controlled to ensure that it is from a acceptable source, is valid and is processed correctly.

		12.2.2		Control on internal processing		Validation checks shall be incorporated into applications to detect any corruption of information through processing errors or deliberate acts.		8.3.1		Data input to and processed by PRaP Provider Information Systems and Services must be validated and controlled to ensure that it is from a acceptable source, is valid and is processed correctly.

		12.2.3		Message integrity		Requirements for ensuring authenticity and protecting message integrity in applications shall be identified, and appropriate controls identified and implemented.		8.3.1		Data input to and processed by PRaP Provider Information Systems and Services must be validated and controlled to ensure that it is from a acceptable source, is valid and is processed correctly.

		12.2.4		Output data validation		Data output from an application shall be validated to ensure that the processing of stored information is correct and appropriate to the circumstances.		7.1.13		Output from application systems handling Protectively Marked information must be controlled.

		12.3		Cryptographic controls

		12.3.1		Policy on the use of cryptographic controls		A policy on the use of cryptographic controls for protection of information shall be developed and implemented.		6.11.3		Cryptographic materials used in encryption products to protect PRaP Provider Information in storage or in transit must be managed to protect against unauthorised access, usage and from loss.

								8.3.3		The use of cryptographic techniques to protect the confidentiality, authenticity and integrity of PRaP Provider Information must be approved by the Provider's security authorities and procedures implemented to securely manage the cryptographic material.		DWP security authorities advise that the use of encryption technologies compliant with FIPS 140-2 as a minimum should be deployed by Providers as and where appropriate. DWP expects to see Providers implementing this on all laptops, desktops & servers where Personal Data is stored.

								10.2.2		Access to and the use of cryptographic controls must comply with national agreements, laws and regulations.

		12.3.2		Key management		Key management shall be in place to support the organisations use of cryptographic techniques.		6.11.3		Cryptographic materials used in encryption products to protect PRaP Provider Information in storage or in transit must be managed to protect against unauthorised access, usage and from loss.

								8.3.3		The use of cryptographic techniques to protect the confidentiality, authenticity and integrity of PRaP Provider Information must be approved by the Provider's security authorities and procedures implemented to securely manage the cryptographic material.

		12.4		Security of system files

		12.4.1		Control of operational software		There shall be procedures in place to control the installation of software on operational systems.		8.1.1		Hardware, software and other components used in PRaP Provider Information Systems and Services must be acquired from approved sources and must only be obtained in order to meet a defined business purpose.

								8.5.1		All changes to PRaP Provider Information Systems and Services must be strictly controlled.

								8.5.2		All new PRaP Provider Information Systems and Services and changes to existing systems and services must be comprehensively tested prior to becoming operational

								6.3.5		All proposed changes to operational PRaP Provider Information Systems and Services or Services including changes to software, equipment and processes must be subject to formal PRaP Provider Change Control procedures.

		12.4.2		Protection of system test data		Test data shall be selected carefully, and protected and controlled. Applicable Standards		7.1.12		The provision, use and retention of operational data for training or testing purposes must be approved and strictly controlled.

								8.4.2		Test data must be protected and controlled and the provision, use and retention of operational information for system and acceptance testing must be strictly controlled.

		12.4.3		Access control to program source code		Access to program source code shall be restricted.

		12.5		Security in development and support processes

		12.5.1		Change control procedures		The implementation of changes shall be controlled by the use of formal change control procedures.		8.1.1		Hardware, software and other components used in PRaP Provider Information Systems and Services must be acquired from approved sources and must only be obtained in order to meet a defined business purpose.

								8.4.1		The implementation of operational software on PRaP Provider Information Systems and Services must be managed and access to operational software must be strictly controlled.

								8.5.1		All changes to PRaP Provider Information Systems and Services must be strictly controlled.

								6.3.5		All proposed changes to operational PRaP Provider Information Systems and Services or Services including changes to software, equipment and processes must be subject to formal PRaP Provider Change Control procedures.

		12.5.2		Technical review of applications after operating system changes		When operating systems are changed, business critical applications shall be reviewed and tested to ensure there is no adverse impact on organizational operations or security.		8.5.2		All new PRaP Provider Information Systems and Services and changes to existing systems and services must be comprehensively tested prior to becoming operational

		12.5.3		Restrictions on changes to software packages		Modifications to software packages shall be discouraged, limited to necessary changes, and all changes shall be strictly controlled.		8.1.2		Changes to standard "Commercial Off The Shelf" (COTS) packages used in PRaP Provider Information Systems and Services must be approved and controlled.

		12.5.4		Information leakage		Opportunities for information leakage shall be prevented.		7.1.10		It must not be possible for a user to gain access to information entered by another user other than through the normal system interface once that information has been validated and stored on the system.

		12.5.5		Outsourced software development		Outsourced software development shall be supervised and monitored by the organization.		8.1.1		Hardware, software and other components used in PRaP Provider Information Systems and Services must be acquired from approved sources and must only be obtained in order to meet a defined business purpose.

		12.6		Technical vulnerability management

		12.6.1		Control of technical vulnerabilities		Timely information about technical vulnerabilities of information systems being used shall be obtained, the organization's exposure to such vulnerabilities evaluated, and appropriate measures taken to address the associated risk.		6.14.1		PRaP Provider Information and security countermeasures must not be compromised through the use of electronic office systems.

								8.2.5		PRaP Provider Information Systems and Services must be protected against vulnerabilities in the components of the system or service.





Section 13

		Section 13		Information Security Incident Management

		ISO27001 Reference		Section/Title		ISO27001 Control		DWP Implementation Requirement (ISSS or T&Cs Schedule 11) Reference		DWP Implementation Requirement (ISSS or T&Cs Schedule 11)		Additional Guidance & Emphasis specific to PRaP		Provider Compliance Level		Details of Implementation		Date of Compliance				Non		Partial		Fully		N/A

		13.1		Reporting information security events and weaknesses

		13.1.1		Reporting information security events		Information security events shall be reported through appropriate management channels as quickly as possible.		4.3.1		All staff must be advised of their responsibility to recognise and to make known to the appropriate authority, all Security Incidents and any information which indicates a security weakness in PRaP Provider Information Systems and Services.

								4.3.2		All Security Incidents which affect PRaP Provider Information Systems and Services and PRaP Provider Information or affect the ability of the Provider to meet the needs of its customers, must be reported, investigated and documented.		Provider reporting mechanisms and procedures should include notification to DWP of Security Incidents relating to PRaP Provider Information

		13.1.2		Reporting security weaknesses		All employees, contractors and third party users of information systems and services shall be required to note and report any observed or suspected security weaknesses in systems or services.		4.3.2		All Security Incidents which affect PRaP Provider Information Systems and Services and PRaP Provider Information or affect the ability of the Provider to meet the needs of its customers, must be reported, investigated and documented.

								4.3.4		Procedures must be established to ensure that software malfunctions and failures are reported to the relevant operator for the Information System or Service.

								7.4.9		All detected unauthorised accesses to networks handling or providing a means to access PRaP Provider Information must be reported in accordance with the Provider's Security Incident recording and management procedures.

		13.2		Management of information security incidents and improvements

		13.2.1		Responsibilities and procedures		Management responsibilities and procedures shall be established to ensure a quick, effective, and orderly response to information security incidents.		4.3.2		All Security Incidents which affect PRaP Provider Information Systems and Services and PRaP Provider Information or affect the ability of the Provider to meet the needs of its customers, must be reported, investigated and documented.

		13.2.2		Learning from information security incidents		There shall be mechanisms in place to enable the types, volumes, and costs of information security incidents to be quantified and monitored.		4.3.2		All Security Incidents which affect PRaP Provider Information Systems and Services and PRaP Provider Information or affect the ability of the Provider to meet the needs of its customers, must be reported, investigated and documented.

		13.2.3		Collection of evidence		Where a follow-up action against a person or organization after an information security incident involves legal action (either civil or criminal), evidence shall be collected, retained, and presented to conform to the rules for evidence laid down in the relevant jurisdiction(s).		4.3.3		Procedures for reporting and investigating Security Incidents must ensure the confidentiality of the information and its source.





Section 14

		Section 14		Business Continuity Management

		ISO27001 Reference		Section/Title		ISO27001 Control		DWP Implementation Requirement (ISSS or T&Cs Schedule 11) Reference		DWP Implementation Requirement (ISSS or T&Cs Schedule 11)		Additional Guidance & Emphasis specific to PRaP		Provider Compliance Level		Details of Implementation		Date of Compliance				Non		Partial		Fully		N/A

		14.1		Information security aspects of business continuity management

		14.1.1		Including information security in the business continuity management process		A managed process shall be developed and maintained for business continuity throughout the organization that addresses the information security requirements needed for the organisations business continuity.		9.1.1		All key business processes must have a business continuity strategy.

		14.1.2		Business continuity and risk assessment		Events that can cause interruptions to business processes shall be identified, along with the probability and impact of such interruptions and their consequences for information security.		9.1.1		All key business processes must have a business continuity strategy.

		14.1.3		Developing and implementing continuity plans including information security		Plans shall be developed and implemented to maintain or restore operations and ensure availability of information at the required level and in the required time scales following interruption to, or failure of, critical business processes.		9.1.1		All key business processes must have a business continuity strategy.

		14.1.4		Business continuity planning framework		A single framework of business continuity plans shall be maintained to ensure all plans are consistent, to consistently address information security requirements, and to identify priorities for testing and maintenance.		9.1.1		All key business processes must have a business continuity strategy.

		14.1.5		Testing, maintaining and re-assessing business continuity plans		Business continuity plans shall be tested and updated regularly to ensure that they are up to date and effective.		9.1.1		All key business processes must have a business continuity strategy.





Section 15

		Section 15		Compliance

		ISO27001 Reference		Section/Title		ISO27001 Control		DWP Implementation Requirement (ISSS or T&Cs Schedule 11) Reference		DWP Implementation Requirement (ISSS or T&Cs Schedule 11)		Additional Guidance & Emphasis specific to PRaP		Provider Compliance Level		Details of Implementation		Date of Compliance				Non		Partial		Fully		N/A

		15.1		Compliance with legal requirements

		15.1.1		Identification of applicable legislation		All relevant statutory, regulatory and contractual requirements and the organisations approach to meet these requirements shall be explicitly defined, documented, and kept up to date for each information system and the organization.

		15.1.2		Intellectual property rights (IPR)		Appropriate procedures shall be implemented to ensure compliance with legislative, regulatory, and contractual requirements on the use of material in respect of which there may be intellectual property rights and on the use of proprietary software products.		10.2.1		Design and use of all PRaP Provider Information Systems and Services must be compliant with all relevant statutory, regulatory and contractual requirements.

								10.3.1		All copyright or Intellectual Property Rights of others must be complied with by anyone undertaking work for, or on behalf of, the Provider.

		15.1.3		Protection of organizational records		Important records shall be protected from loss, destruction and falsification, in accordance with statutory, regulatory, contractual, and business requirements.		10.4.1		Organisational records produced and retained to support essential business activities or to meet statutory requirements must be safeguarded from unauthorised access, loss, destruction or falsification.

		15.1.4		Data protection and privacy of personal information		Data protection and privacy shall be ensured as required in relevant legislation, regulations, and, if applicable, contractual clauses.		10.5.1		All PRaP Provider Information containing personal information must be handled in accordance with the Data protection legislation in force within the UK.

								Schedule 11 APPENDIX 2: SECURITY POLICY FOR SUPPLIERS OF SERVICES - 9.1		9 OFFSHORING
9.1 The Department’s Data must not be processed outside the United Kingdom without the prior written consent of DWP and must at all times comply with the Data Protection Act 1998.		Any intention for Providers to offshore PRaP Provider Information requires a written proposal to be presented to DWP security authorities following a formal process. The process is lengthy, not easy and there is no guarantee of a successful outcome. Any proposed Provider solutions that are intending to use "cloud computing" solutions should take particular note.

		15.1.5		Prevention of misuse of information processing facilities		Users shall be deterred from using information processing facilities for unauthorized purposes.		10.6.1		Any use of PRaP Provider Information Systems and Services for non-business or other unauthorised purposes, without management approval, must be regarded as improper use of the facilities.

		15.1.6		Regulation of cryptographic controls		Cryptographic controls shall be used in compliance with all relevant agreements, laws, and regulations.		10.2.2		Access to and the use of cryptographic controls must comply with national agreements, laws and regulations.

		15.2		Compliance with security policies and standards and technical compliance

		15.2.1		Compliance with security policy and standards		Managers shall ensure that all security procedures within their area of responsibility are carried out correctly to achieve compliance with security policies and standards.		10.7.2		Assurance must be provided that all PRaP Provider Information Systems and Services comply with the appropriate security policies and standards.

		15.2.2		Technical compliance checking		Information systems shall be regularly checked for compliance with security implementation standards.		6.2.4		Service providers for PRaP Provider Information Systems and Services must allow and provide for access to their premises and systems to enable compliance to be checked and monitored by the Provider.		DWP expects to see that penetration testing to commercial best practice (the use of CHECK Service Providers is not mandatory) has been carried out on the PRaP Provider Information Systems and Services

								10.7.1		Reviews must be carried out to ensure that the protection provided for  PRaP Provider Information Systems and Services is sufficient taking into account the assessed level of risks and reflects current threats and vulnerabilities.

		15.3		Information systems audit considerations

		15.3.1		Information systems audit controls		Audit requirements and activities involving checks on operational systems shall be carefully planned and agreed to minimize the risk of disruptions to business processes.		10.8.1		Terms of PRaP Provider audit access must be established for all PRaP Provider Information Systems and Services

		15.3.2		Protection of information systems audit tools		Access to information systems audit tools shall be protected to prevent any possible misuse or compromise.		10.8.2		Access to and the use of audit tools, which allow for the inspection and review of audit data for PRaP Provider Information Systems and Services must be restricted to authorised individuals.








